Aerohive Switch Deployment Essentials
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Introduction
This guide covers steps for configuring Aerohive SR22xxP and SR23xxP switches to support Aerohive APs as well as
infrastructure, corporate, and guest devices. The following is an overview of the order of steps in this guide:

Switches
1.

Read the Important Notes section on the next page before connecting your switches to the network.

2.

Connect the switches to the network.
Note: After connecting switches and powering them on, they immediately go into discovery mode to find
HiveManager NG. If you are using the public cloud version of HiveManager NG, the discovery process will be
automatic as long as the devices have been added to your HiveManager NG account, which is outlined next.
If you are using an on-premises version of HiveManager NG, additional steps are required to inform switches
about their HiveManager NG instance. These steps are described in the Connecting Switches to a
HiveManager NG section on p. 6.

HiveManager NG
3.

On-board switches by adding their serial numbers to your HiveManager NG account.

4.

Create topology maps to associate switches and APs with locations.

5.

Define a global default admin password.

6.

Configure a network policy with the following components:
•

A switch template

•

Additional settings like DNS, LLDP, STP, and a time zone

7.

Configure device-specific settings such as host name and port settings.

8.

Configure supplemental CLI commands to add to device-specific settings.

9.

Assign devices to locations, apply the network policy to them, and then update their configurations.
What to Do First – Connect or Configure?
Should you first connect your switches to the network and let them begin the HiveManager NG discovery process or should
you first onboard them (that is, add their serial numbers to your HiveManager NG instance, and prepare their configurations)
in HiveManager NG? Either way will work, but you can save some time by connecting your switches to the network first. This
way, you can onboard your switches in HiveManager NG, and while you are creating your configuration, your switches will
discover HiveManager NG in the background. By the time you define your configuration settings, your switches will be ready
to be updated with their new configuration.

Aerohive SR22xxP and SR23xxP Switches
The Aerohive SR22xxP and SR23xxP series switches are enterpriseclass access switches that greatly simplify network management
and provisioning. When combined with Aerohive access points,
you can easily manage the access layer as a single unified entity
through HiveManager NG. A unified wired and wireless access
layer allows management information to be presented by
context—user identity, device type, application, location, and
time.
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Important Notes before Connecting Switches
Key Points: Before cabling your switches to the network, first read these important notes.

Small Form-Factor Pluggable (SFP/SFP+) Ports
To provide flexibility in the Ethernet media types used on the switches, the SR series switches include SFP or SFP+
ports. The specifications are as follows:
•

SR2208P – Ports 9 and 10 are dual ports that can be built-in Ethernet or 1 GE SFP.

•

SR2224P – SFP Ports 1-4 (CLI: 1/0/25-1/0/28) are 1 GE SFP.

•

SR2248P – SFP Ports 1-4 (CLI: 1/0/49-1/0/52) are 1 GE SFP.

•

SR2324P – SFP+ Ports 1-4 (CLI: 1/0/25-1/0/28) are 10 GE SFP+.

•

SR2348P – SFP+ Ports 1-4 (CLI: 1/0/25-1/0/28) are 10 GE SFP+.

SR23xxP SFP+ Ports 1-2 Stack by Default
IMPORTANT: If you are deploying SR2324P or SR2348P switches running a version of FASTPATH OS earlier than 1.0.1.19,
do not connect the SFP+ cables until you read this.
When these switches are running firmware versions earlier than FASTPATH OS 1.0.1.19, the first two SFP+ ports are
reserved for stacking by default and will automatically stack if connected. Stacking for Aerohive switches is not
supported in HiveManager NG at this time; therefore, you must ensure you do not stack the switches before
connecting them to HiveManager NG.
SR2324P – SFP+ Port 1 and 2 (CLI: 1/0/25 and 1/0/26) are stack ports.
SR2348P – SFP+ Port 1 and 2 (CLI: 1/0/49 and 1/0/50) are stack ports.
It is important that you refrain from using these ports until you have successfully connected a switch to
HiveManager NG and updated the FASTPATH OS. After it connects, HiveManager NG will update your switch to the
latest firmware, which turns off stacking and sets the ports to Ethernet mode.
Note: If you must use stack ports on these models before connecting to HiveManager, you can disable automatic
stacking from the CLI. Click here to see notes in the appendix on using the CLI to disable stacking.

Switch Management Network
After you connect your Aerohive switches to the network—ensuring you are not connecting via the stacking ports—
the network interface on the switch will obtain its IP address, netmask, default gateway, DNS, and time (SNTP)
settings from DHCP. By default, the network interface management is on VLAN 1, which is also the native VLAN.
Note: If you are not running DHCP on your network, you will have to configure IP settings manually via the CLI. Click
here to view the steps for configuring the management network interface.
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Resetting the Switch Configuration
If you have modified the switch configuration directly through the CLI for
any configuration items other than setting its IP address, netmask, default
gateway, DNS, and time—or changing its stack ports to Ethernet mode—
reset the switch configuration before connecting to HiveManager NG.
To return a switch to its default configuration, do one of the following:
With a paper clip or similar item, press the reset button
on the front panel for 10 full seconds.
or
Log in to the CLI and enter the following:
Login: admin

Password: <enter>

(AH-Switch) # erase startup-config
(AH-Switch) # reload

Management switch has unsaved changes.

Would you like to save them now? (y/n) n

Configuration Not Saved!

Are you sure you want to reload the stack? (y/n) y

Reference platform resetting ...

Connecting Switches to a HiveManager NG Virtual Appliance
If you are using HiveManager NG Virtual Appliance on-premises, you must inform your devices about its IP address
or domain name. You can accomplish this through one of the following methods:

DNS Server
One of the easiest methods for a device to locate its on-premises HiveManager NG instance is to use DNS.
Configure an A record on the authoritative DNS server for your network mapping “hivemanager” to the IP address
of HiveManager NG Virtual Appliance:
hivemanager
IN
A
<ip_addr>
The device learns its domain from DHCP and appends it to “hivemanager”. For example:
hivemanager.yourdomain.com

DHCP Options
Another option is to configure your DHCP server with DHCP vendor class option 43, sub-option 225 or 226, where 225
is the domain name of HiveManager NG, and 226 is its IP address. For a more detailed explanation, see
HiveManager NG Discovery through DHCP.

CLI Commands
If you do not have access to the DNS or DHCP server, log in to the CLI on each switch and enter the following
commands. (They are saved in the HiveAgent application and will not show up in the switch configuration.)
(AH-Switch) # hivemanager address { <ip_addr> | <domain_name> }
(AH-Switch) # show hivemanager status

If your switch needs to access HiveManager NG through an HTTP proxy, you can enter the following command.
(AH-Switch) # hivemanager http-proxy address <ip_addr> port <port> username <name> password
“<password>”
Note: Use quotes around the password if the password ends in special characters.
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Connecting the Aerohive Access Switches to the Network
The diagram below shows one of many possible deployment scenarios. When connecting Aerohive access
switches to the network, the SFP/SFP+ ports are connected to two distribution layer switches for redundancy. Rapid
spanning tree (IEEE 802.1w) is enabled to prevent loops. As of FASTPATH OS 1.0.1.20, spanning tree is not enabled by
default on Aerohive switches. Therefore, you must take precautions to ensure you do not create a loop. This guide
works from the assumption that you are deploying the Aerohive switches in the access layer to connect APs and
edge devices. Although the distribution and core switches are not detailed in this guide, some interoperability notes
are included.
As the diagram shows, for a typical installation of access switches, you should connect the uplinks of each access
switch to two distribution switches for redundancy. If link aggregation is required, you have the ability to use
supplemental CLI configuration described later to configure the appropriate CLI commands on the switches.
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Learning about HiveManager NG
Key Points: Make use of contextual online Help and the onscreen configuration guidance built into the
HiveManager NG GUI.
On the right side of the page after logging in to HiveManager NG, there is a blue vertical toolbar providing access
to Help, Feedback, and Walk-Thrus.
•

Online Help is context-based depending on the GUI page you are viewing.
The screen capture below left is an example of what you see if you click the
Help icon while viewing the Plan section of the GUI.

•

Feedback lets you capture the screen and provide feedback directly to
Aerohive Product Management and Engineering. Your feedback is always
welcome, so please use this button.

•

Guided configurations provide step-by-step onscreen guidance for
configuring devices in HiveManager NG. New guided configurations are
being added regularly, so keep checking back. The screen capture below right shows a portion of the Guided
Configuration menu. Expand a particular section in the menu to see a list of guided configurations for that
section.
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Onboarding Switches and Switch Discovery of HiveManager NG
Key Points: Your devices can discover HiveManager NG by various means but can only communicate with it after
you add their serial numbers to your VHM.
Aerohive switches use an embedded HiveAgent application that allows them to interface with HiveManager NG
through HTTPS. You must perform two main steps before they can communicate with HiveManager NG. First, add
their serial numbers to your account. Second, connect them to the network so that they can discover HiveManager
NG and connect to your HiveManager NG instance.

Step 1 – Onboard Switches by Importing their Serial Numbers into HiveManager NG
When you order Aerohive APs and switches, you receive a list of serial numbers in a .csv file. You must associate
those device serial numbers with your HiveManager NG account. You can enter them individually or enter them in
bulk by importing the .csv file into HiveManager NG. When done, your switches can connect to HiveManager NG.
To add device serial numbers:
> Onboard Devices.

1.

In the menu bar at the top of the HiveManager NG GUI, click

2.

On the Add Devices page, click Add Real Devices.

3.

On the next page, either enter the 14-digit switch serial numbers directly separated by commas, or click
Choose to the right of the field for entering Aerohive device serial numbers, navigate to the .csv file, and select
it. Optionally, you can select the .csv file and drag it onto the field.

4.

Click Next to advance to the next page, select Use an existing network policy but do not choose anything
from the drop-down list, and then click Next.

5.

Click Finish.

Step 2 – HiveAgent Discovers HiveManager NG
When you first connect Aerohive switches to the network and power them on, they obtain their network settings via
DHCP and begin searching for HiveManager NG. If you are using HiveManager NG in the public cloud, then no
setup is required. Within a few minutes, the switch contacts the cloud redirector to locate HiveManager NG.
However, if you have a HiveManager NG Virtual Appliance installed on-premises, you can use CLI, DHCP, or DNS
settings to tell the switch the IP or domain name of its HiveManager NG account. The following is an overview of the
methods that a switch uses to locate HiveManager NG:
•

Command Line Setting – You can enter an IP address or FQDN of a private instance of HiveManager NG.

•

DNS – You can configure the local DNS server to resolve hivemanager.yourdomain to the IP address of a
HiveManager NG Virtual Appliance.

•

DHCP – You can configure DHCP Vendor Class Option 43 with suboption 225 or 226. Suboption 225 is a custom
DNS name for HiveManager NG, and suboption 226 is a custom IP address for it.
Note: If you use DHCP or DNS options to provide the HiveManager NG address, the switch will attempt to
communicate with the learned address for five minutes. If after five minutes the switch cannot communicate
with the learned HiveManager NG server, it will move on to the next step.

•

Cloud Redirector – Aerohive switches automatically use HTTPS to connect to an Aerohive cloud-based device
redirector service, which informs them of the HiveManager NG server hosting the instance to which they belong.

After Aerohive switches obtain the correct HiveManager NG address, they use HTTPS to contact HiveManager NG
on TCP port 443. Firewalls commonly permit this port because it is used for most secure web applications. Unlike
Aerohive APs, switches do not use CAPWAP for HiveManager communications.
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IMPORTANT: The time setting on an Aerohive switch is important. HiveAgent uses HTTPS, which is secured with a
public certificate for security. If the switch is not configured with a date from January 2016 or later, HTTPS will fail and
HiveAgent will be unable to establish communications with HiveManager NG. If DHCP does not return an NTP server,
or if an NTP server is not set statically in the CLI, HiveAgent will automatically set the time server on the switch to
pool.ntp.org. If pool.ntp.org is reachable, the time will be set a minute later. If pool.ntp.org is not reachable,
HiveAgent will set the time to Jan 1, 2016, which is good enough for passing HTTPS certificate validation.
To view the list of devices that have been added to HiveManager NG, navigate to MONITOR > Devices. The initial
status before the switch discovers HiveManager NG has a status of red and a host name set to HOSTNAME.

You might want to adjust your columns to see useful information for both APs and switches. For switches, Aerohive
recommends adding Serial Number and Management Status columns. Add others you find helpful and remove
those that you do not need to free up column space.

You can also click and drag columns to rearrange column order.
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The green bar in the Updated On column indicates the status of the update. If you hover your cursor over the green
bar, you can view a tooltip to see the stage of the update process. In the following example, the cursor is over the
green status bar of the first switch, showing that the firmware is being updated.
Note: It takes approximately 15 minutes to update firmware on an SR22xxP or SR23xxP switch.

When the OS and configuration update are complete, information appears in more columns such as the IP address,
OS version, Updated On, and Management status columns. The Updated On column (shown below) displays the
time when the updated completed.
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Planner Maps for APs and Switches
Key Points: Maps provide key functionality for knowing where devices are located; assigning configuration policies
based on location; and filtering information on monitor pages, dashboards, and reports. Aerohive highly
recommends that you create maps.
Creating maps is beneficial for both APs and switches. You can use maps for APs to help determine how many APs
you need in a deployment and to help define polices for configuration objects. For switches, there are no planning
tools needed for coverage, but it is still highly beneficial to specify the location of switches so HiveManager NG can
provide the assignment of switch templates and other configuration objects by location, and filter data shown in
the dashboards and reports based on location.
In the example below, there are two switch templates listed. Switch templates, which will be configured later in this
guide, are used to configure the port settings on switches. Using assignment rules, you can have one switch
template: SR2348P-Template-2 assigned to switches if they are on Floor 2 of the building. All other switches will get
the default switch template: SR2348P-Template-1.

It is highly recommended that you take the time to make some simple maps to get started. Use the planner tool in
HiveManager NG to start with one location, add a building, and then add the floors.
Before you begin, Aerohive recommends that you already have the following items:
•

Building addresses

•

An idea of the materials used for walls, floors, and other structures throughout the building

•

Floorplans in .png or .jpg format

Note: If you do not have the building floorplan, you can use the Aerohive planner
tool to create an estimate using the integrated Google maps functionality. You can
use the building address to pull up a Google map and create a perimeter by tracing
the building with the drawing tool in the planner. Once you create the perimeter,
the planner can calculate the building size. There is a GuideMe option in the
interface that guides you through the whole map integration process step by step.
After you gather the items listed above, create planner buildings and floors as
described below.
You have the option to upload a floorplan in the form of a .jpg or .png image, import complete plans from another
HiveManager, or create floorplans by drawing perimeters around buildings located in an embedded Google map.
This example explains how to import existing .jpg images to create floorplans. For detailed instructions, please view
the Help topic Creating a Network Plan, or click ? after going to the Plan menu to access the online Help.
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To create an initial topology map:
1.

Click PLAN > Create New Map, enter the requested organization name and address, and then click Get Started.

2.

Select the location on the left navigation bar, click Upload Floor Plan > Choose from Library > Upload New from
Computer > Choose, browse to a .jpg or .png image of a floorplan, and then click Open.

3.

Click Upload and then choose either Save a Selected Area (and select a specific area of the file to use as the
floorplan) or Save All (to use the complete file).

4.

Click Choose > Size Floor Plan and specify a width and height in meters or feet. You can also manually set the
size of the floorplan by dragging crosshairs on the screen to mark the edges of a wall, doorway, or something
else of a known size. Using the measurement of a larger area, such as the width of a conference room, will be
more accurate than that of a smaller one, such as the width of a door. This is because any error will not be
magnified proportionally as much when calculating the size of the entire map from the sample measurement.

5.

Draw a perimeter around the floor by clicking Edit Floor Plan>Draw Perimeter.
Note: If you want to adjust the perimeter, you can click the [-] symbol in the upper-right corner of the drawing
area to remove all walls and start again.

6.

Add walls, which will be useful for the AP deployment.

7.

If you want to clone the floor, or building, you can click the ellipses ( … ) to the right of the floor or building and
then click the Clone icon with two squares (
).

8.

After you create the floors, you can assign APs and switches to them. The easiest way to do that is from the
Actions menu on the Devices page in the MONITOR section after you add devices to your HiveManager NG
account.
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The following picture shows an example building with three floors. When adding switches and APs, you can assign
them to the appropriate building and floor.

By creating maps, you automatically create a filter context of locations,
buildings, and floors that you can use in the dashboard, device
configuration and monitoring page, and client monitoring page for ease of
access to pertinent data. The picture to the right shows locations
automatically populated in the filters.
If you want to view APs, user data, and perform updates for all devices in a
particular location, building, or floor, simply select the check box in the filter
pane.
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Default Admin Password for CLI Access to Your Switches
Key Points: Setting a default password for device management increases security when logging in to the switch
and provides a password that you can remember more easily than a randomly generated one.
The default credentials for CLI access
to a switch are user: admin, password:
<enter>. After a switch connects to
HiveManager NG, it will set the admin
name and password from the device
settings. The password will be a random
text string unless you define one.
To view and modify your device
default password:
1.

Click the gear icon (

) in the top

menu bar.
2.

Click Administration > Device
Management Settings.

3.

Enter a new password in the
Default Password and Confirm Default Password fields and then click Save.
Note: The password must be from 8 to 32 characters long and contain at least one uppercase letter and one
number.

The next time you update the configuration of your managed devices, HiveManager NG will apply the new
password to them.

Configuring a Network Policy
Key Points: The following section focusses on the configuration of a device template for SR2348P switches as part of
a larger network policy that would apply to both switches and access points.
Through HiveManager NG, you can create a unified network policy for both Aerohive APs and switches. Although
the policy applies to both types of devices, HiveManager NG uploads AP-specific settings just to APs and switchspecific settings just to switches.
1.

To start, log in to your HiveManager NG account and create a new network policy that supports wireless and
switching as follows:

2.

Click Configure > Add Network Policy, enter the following in the New Policy panel, and then click Next:
Wireless: (select; default)
Switches: (select; default)
Policy Name: Enter a name for the policy. It can be up to 32 characters long and cannot have any spaces.
Description: Enter a useful reference note. It can be up to 64 characters long including spaces.
Spanning Tree Protocol: Set to ON to enable Rapid Spanning Tree (RSTP 802.1w).
Note: Enabling the Spanning Tree Protocol modififes the setting in the Network Policy > Additional Settings >
Switch Settings > STP Configuration section.
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Creating a network policy creates a sort of container for all the settings you will configure for your wireless and
wired network access devices. Because the focus of this guide is on configuring Aerohive switches, the Wireless
Settings component of the network policy is not covered here.

Creating a Switch Template
You can create a switch template to apply to all or a subset of your switches of a certain model. If all your switches
are in a cookie cutter configuration, you can use one template. You can also configure switch templates per
location and per device.
Before you create a switch template, you should plan out how you want the ports on the switches to be configured.
In this example deployment, there are three SR2348P switches with the following (as yet unconfigured) template:

The switch ports are organized as follows:
•

Ports 1-20: For administrative convenience, these ports are connected to workspaces—mainly cubicles—in
numerical order, so switch port 1 is cabled to cube 1 in a row of cubes, switch port 2 to cube 2, switch port 3 to
cube 3, and so on. These are phone and data ports.

•

Ports 21-30: These ports are configured as open access and assigned to a guest VLAN.

•

Ports 31-40: The next bank of 10 ports are access ports for infrastructure devices like printers and Apple TVs. They
use 802.1X and MAC address authentication methods. They allow traffic on the VLAN for infrastructure devices.

•

Ports 41-45: These ports host 802.1Q trunk links for Aerohive access points. The allowed VLANs match those
assigned to wireless users, the management VLAN for the APs, and the native (untagged) VLAN.

•

Ports 46-48: These three ports are kept open to use as needed; for example, to mirror traffic.

•

SFP+ Ports 1-2: The SFP+ ports are trunk ports for uplinks. They allow traffic for all VLANs allowed on other ports.
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Phone and data ports for workspaces
Ports 1-20 are for VoIP phones and
computers connected through the phones,
which are powered by PoE from the switch.

Open Access ports for Guest Devices
Ports 21-30 assign a guest VLAN without
user authentication to permit devices
to connect to the Internet.

Trunk ports for Aerohive APs
APs connected to ports 41-45 obtain power
from PoE and forward user data and AP
management traffic on various VLANs.

Secure Access Ports
Ports 31-40 assign
infrastructure devices that
authenticate to a secure
protected VLAN on the
network.

Ports 46-48 remain
unassigned for use
later.

Uplink ports
SFP+ ports 1 and2 function as uplink
ports that forward traffic for
users, infrastructure devices, and AP
and switch management on various
VLANs to other network devices.

Create a device template for the SR2348P switch by clicking Switch Settings > Add > SR2348P and then naming it
something like SR2348P-Template-1. The configuration for the following five port types in the template is provided
below.
•

Phone and Data Ports

•

Open Access Ports

•

Secure Access Ports

•

802.1Q VLAN Trunk Ports for APs

•

802.1Q VLAN Trunk Ports for Switch Uplinks
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Phone and Data Ports
A common setup in office cubicles is to connect a VoIP phone to the wired network and then connect a computer
to the network through the data port on the phone.
1.

Select the ports you will configure as Phone and Data ports. This example uses ports 1-20. You can click outside
of port 1 and then drag the bounding box over all the ports from 1 to 20.
Note: The ports turn dark green when selected.

2.

To define a new port type, click Assign > Create New.

New Port Type
3.

Enter the following in the New Port Type section, leaving
the other settings with their default values:
Name: Phone-Data-Port
Description: Phones with a computer connected to the
data port
Port Usage Settings
 Phone with a data port: (select)
Wired Connectivity
User Authentication: OFF

4.

Click + next to Voice VLAN to create a default VLAN
for voice traffic from the VoIP phone connected to
the port, enter a name and ID for the VLAN, and
then click Save.

5.

Click + next to Data VLAN to create a default VLAN
for traffic to and from a computer connected to the
data port on the phone, enter a name and ID for
the VLAN, and then click Save.

6.

Click Save to save the port type configuration and
return to the device template.
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Open Access Ports (No User Authentication)
Open access ports are ports that do not enable 802.1X or MAC authentication for security. Any device plugged
into an open access port will be assigned to the configured VLAN and will be able to access the network provided
by the VLAN. Ports like this can be used when physical port security is not a concern for the VLAN provided. In this
example, the open access ports are assigned to VLAN 5, which is secured by the upstream router and firewall to
permit guest access to the Internet.
To set ports 21-30 as open access ports
1.

On the SR2348P device template page, click Deselect All Ports to ensure you do not have any ports selected.

2.

Click-drag over ports 21-30 and then click Assign > Port Type > Create New.

New Port Type
3.

Enter the following in the New Port Type section,
leaving the other settings with their default values:
Name: Open-Access
Description: Settings for access ports
Port Usage
Access port: (select)
Wired Connectivity
User Authentication: OFF

4.

Click + next to the VLAN field to create a default
VLAN for all infrastructure devices and then enter a
name and ID for the VLAN.

5.

Click Save to save the Open-Access port type and
return to the device template.
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Secure Access Ports (User Authentication with 802.1X)
Secure access ports provide wired network access to devices such as printers, servers, Apple TVs, and other types of
infrastructure devices. When a client with a RADIUS supplicant connects, 802.1X is used and the RADIUS server
prompts the client for a user name and password to authenticate.
When a client without a RADIUS supplicant connects, or if authentication fails, the switch assigns the client to a
guest access VLAN or a failed authentication VLAN that provides restricted access to the network or Internet.
To set ports 31-40 as secure access ports with 802.1X:
1.

Click Deselect All Ports to ensure you do not have any ports selected.

2.

Click-drag over ports 31-40, and then click Assign > Port Type > Create New.

New Port Type
3.

Enter the following in the New Port Type section,
leaving the other settings at their default values:
Name: Secure-Access-Port
Description: Ports secured with user authentication
via 802.1X
Port Usage
Access port: (select)

4.

In the Wired Connectivity tab, set User
Authentication to ON.

5.

In the Authenticate via RADIUS Server section, click
+ next to Default RADIUS Server Group.

Configure RADIUS Server Group
6.

In the Configure RADIUS Server Group dialog box
that appears, enter a name for the group of servers,
such as Corp-RADIUS-Group, and then click Add >
External RADIUS Server. This choice indicates that
the RADIUS server group will consist of one or more
third-party RADIUS servers.
There can be up to four RADIUS servers in a group,
their position in the RADIUS Server Group dialog box
indicating their priority: top=primary, second from
the top=backup-1, third from the top=backup-2,
and bottom=backup-3. In this example, the group
consists of two servers.

External RADIUS Server
7.

In the External RADIUS Server dialog box, enter a
name for the first RADIUS server like Corp-RADIUS1.

8.

For IP Address/Host Name, click + > IP Address.
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New IP Address or Host Name
9.

In the New IP Address or Host Name dialog box, enter a name for the RADIUS server and its IP address and then
click Save.

External RADIUS Server
10. Back in the External RADIUS Server dialog box, choose the IP address you just defined, enter the same shared
secret as that set on the RADIUS server, and then click Save.

Configure RADIUS Server Group
11. Repeat steps 6 – 10 to add a redundant corporate RADIUS server.

12. To save the RADIUS server group and close its dialog box, click Save.

New Port Type
13. Clear Allow multiple clients connected to the same
port on the same VLAN.
14. Click + next to the VLAN field to create a default
VLAN for all infrastructure devices, and then enter a
name and ID for the VLAN.
15. Click Save to save the Secure-Access-Port port type
and return to the device template.
Note: The VLAN defined here is assigned after successful authentication with the RADIUS server.
There are a few more options available that must be conifgured through the supplemental CLI:
- Assign a VLAN via RADIUS Attribute/Value pairs and dynamically create a VLAN
- Assign a Guest VLAN to clients that do not support 802.1X
- Assign a VLAN to clients that fail authentication
These additional settings are covered in "Setting VLANs for Guests and 802.1X Authentication Failures" on p. 29 in the
Supplemental CLI section.
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802.1Q VLAN Trunk Ports for APs
The trunk ports are the ones through which Aerohive APs connect to the wired network. They support 802.1Q
tagging and must allow all the VLANs to which the APs assign user traffic, the management VLAN for the APs, and
the native (untagged) VLAN. To set ports 41-45 as 802.1Q VLAN trunk ports for APs:
1.

Click Deselect All Ports to ensure you do not have any ports selected.

2.

Click-drag over ports 41-45, and then click Assign > Port Type > Create New.

New Port Type
3.

Enter the following in the New Port Type section,
leave the other settings at their default values:
Name: Trunk-APs
Description: Trunk port for APs
Port Usage
 Trunk Port (802.1Q VLAN Tagging): (select)

4.

Under Quality of Service (QoS) select  Use custom
settings.
For Traffic Classification, select  Trusted traffic
source
For Honor priority markers specified using, choose
DSCP (DiffServ Codepoint) from the drop-down list.
For Traffic Marking, select the Mark the outgoing
traffic with priority markers check box and then
choose DSCP (DiffServ Codepoint) from the dropdown list.
Note: Because APs use deep packet inspection and can recognize approximately 1300 applications, they can
classify and configure the appropriate DSCP values for applications such as for voice and video which will be
sent to the upstream switch. You can configure the switch to trust the DSCP settings from an AP, which is a
trusted source for knowledge on applications.

5.

Click Save, after which, you will have the ability to configure the VLAN settings for the trunk port.

Trunk VLANs
6.

In the Trunk VLANs dialog box that appears, set the
native VLAN for network, which is VLAN 1 by default.

7.

Specify the VLANs of all the different types of users
that the connected APs serve, and then click Save.
Note: It is recommended that you specify the VLANs the AP will assign to wireless and wirelessly bridged users
associated with the AP. For example, you can uses dashes and commas to specify individual VLANs and VLAN
ranges: 1-10,20-100,200. The switch supports up to 255 configured VLANs in a range from 1 to 4093. By limiting
the VLANs instead of configuring support for all VLANs, you can ensure the switch does not receive unwanted
traffic, such as broadcasts and multicasts for VLANs on which no devices off the switch participate.
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New Port Type
8.

Click Save to save the Trunk-APs port type and return to the device template.

802.1Q VLAN Trunk Ports for Switch Uplinks
The uplink ports are the ones through which the switch connects to the rest of the network. In this example, these
are SFP+ ports that provide 10-Gbps throughput each over fiber optic cables to the distribution or collapsed core
switching fabric. These ports and those on the switches to which they connect must support VLANs for all the various
types of users and devices whose traffic they forward.
To set SFP+ ports 1-2 as uplink ports:
1.

Click Deselect All Ports to ensure you do not have any ports selected.

2.

Click SFP+ ports 1 and 2 in the grouping of four ports near the right edge of the device template, and then click
Assign > Port Type > Create New.

New Port Type
3.

Enter the following in the New Port Type section
and leave the other settings at their default values:
Name: Uplink-Ports
Description: SFP+ Uplink trunk ports
Port Usage
 Trunk Port (802.1Q VLAN Tagging): (select)

4.

Under Quality of Service (QoS), select  Use
custom settings.
For Traffic Classification, select  Trusted traffic
source.
For Honor priority markers specified using, choose
DSCP (DiffServ Codepoint) from the drop-down list.
For Traffic Marking, select Mark the outgoing traffic
with priority markers, and then choose DSCP
(DiffServ Codepoint) from the drop-down list.
Note: The switch trusts the DSCP markings from the upstream network, which might have classified traffic using
a deep packet inspection firewall or router policies.

5.

Click Save, after which, you will have the ability to configure the VLAN settings for the trunk port.

Trunk VLANs
6.

In the Trunk VLANs dialog box that appears, set the
native VLAN for network, which is VLAN 1 by default.

7.

Specify the same VLANs used for the AP trunk ports as
well as those of any other VLANs configured on the
switch for connected devices, and then click Save to
save the allowed VLANs.
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New Port Type
8.

Click Save to save the Uplink-Ports port type, and then click the Save button in the lower right side of the page
to save the switch device template.

Finalized Switch Template
When done, the switch template looks as follows:

After you save the template, HiveManager NG will apply it to any SR2348P that you assign to this network policy. If
you have switches in different locations, HiveManager NG can also apply different switch templates to them based
on the maps where they are located.
Click Save one more time to save the Network Policy with the new switch template added.
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Configuring Additional Settings
Key Points: From the Additional Settings tab, you can configure settings across APs and switches like DNS, syslog,
and SNMP, as well as switch-specific settings like spanning tree.
In the following section, you configure additional settings for DNS, the time zone, and spanning tree settings for the
devices to which the network policy applies.

DNS Settings
The first item that you might want to configure is the DNS server that switches use to look up domain names for
defined services such as syslog servers, SNMP servers, and RADIUS servers.
To configure DNS settings:
1.

From your network policy, click Additional Settings > MANAGEMENT SERVER > DNS Server, and then enter the
following in the Default DNS Server section:
Name: Enter a descriptive name for the DNS server configuration object, such as Internal-DNS.
Domain Name: Enter the name of the domain to which devices using this network policy belong. For Example:
yourcompany.com.

2.

To remove all existing DNS sever IP addresses from the list, select the check box next to DNS Server and then
click the trash icon.

3.

To add the IP address for a new DNS server—such as an internal DNS server—click +, enter its IP address, and
then click Add.

4.

Repeat the previous step to add another IP address, such that for a secondary internal DNS server.

5.

To save the DNS server configuration, click Save.

Device Time Zone
To set the time zone for the APs and switches to which the network policy applies, click POLICY SETTINGS > Device
Time Zone, choose a time zone from the drop-down list, and then click Save.
If the network policy applies to devices in multiple time zones, you can assign different time zones to them by
classifying them by location. For more information, see the Configuring Device Time Zone Help topic.

Spanning Tree
If you did not enable RSTP (Rapid Spanning Tree Protocol) when you created the network policy, you can enable it
in the Additional Settings section. You can also change the version of STP that you want the switches to use: the
legacy Spanning Tree Protocol (802.1D) or Rapid Spanning Tree Protocol (802.1w).
Click SWITCH SETTINGS > STP Configurations, toggle STP ON, select STP or RSTP (Rapid STP), and then click Save.
Note: The default spanning tree bridge priority is 32768. The switch with the lowest priority number becomes the root
bridge on the network. Typically, access switches, unless they are the only switch on the network, should not be the
root for spanning tree. The distribution or core switches, depending on whether or not a routed core switch is being
used, should be root. In HiveManager NG version 11.15.X.X, you can set the bridge priority for a switch using a
device-specific supplemental CLI. Refer to the Supplemental CLI section in this guide. The default command used
to set the bridge priority is spanning-tree mst priority 0 32768 You can change 32768 to a value ranging
from 0 (highest priority) to 61440 (lowest priority). You can set the bridge priority in increments of 4096. In the switch
CLI, you can type show spanning-tree active to view the spanning tree priority settings.

Aerohive Switch Deployment Essentials| 26

Configuring Device-Specific Settings
Key Points: Along with the network policy, which is a global set of configuration settings for devices, you can
configure device-specific settings such as a host name, power settings, port settings, and supplemental CLI
commands. Device-specific settings override settings configured in the network policy, including the device
template and VLANs assigned to ports.
You can configure device-specific settings in the MONITOR section. Click the host name of a device to see details
about it. You can monitor and configure device- and port-level settings; set its host name, network policy, and
device template; and add supplemental CLI commands to its configuration.
Note: Supplemental CLI is covered in the next section.
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From the CONFIGURATION > Port Configuration > Port Details tab, you can administratively enable or disable ports,
override access port VLANs configured in the device template, and enter port descriptions. You can also select the
other tabs to configure physical port settings, STP, storm control, and PSE power settings. The following screenshot
shows an example of the switch configuration settings and the available tabs.

The screenshot below shows where you can override the Access Port VLAN by entering a different VLAN ID in the
text box.

When you finish your device- and port-specific settings, save the configuration.
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Incorporating Supplemental CLI Commands with Switch Settings
Key Points: Supplemental CLI commands are described for defining a static management IP address and for setting
VLANs for guests and failed 802.1X user authentication attempts.
You can configure much of the configuration for SR22xxP and SR23xxP switches through the HiveManager NG GUI;
however, you must add some settings through the supplemental CLI feature.
HiveManager NG basically converts the configuration you define through the GUI into a series of CLI commands
when it uploads them to devices. By using the supplemental CLI, you can add more commands to those derived
from the GUI and append them to the configuration.
Though there are options to configure supplemental CLI objects at the network policy as well as for individual
switches, you must assign the commands at the device level because the network policy applies to both APs and
switches and you need to ensure that the right set of commands are sent to the right set of devices. You can multiselect and edit a set of switches and assign the same supplemental CLI commands to all of them.
To use the supplemental CLI feature, you will first create a supplemental CLI object with the appropriate CLI
commands. After that you will assign a single switch or a set of switches using multi-select to the supplemental CLI
object.

Enabling Supplemental CLI Capabilities
The supplemental CLI feature is not enabled by default in HiveManager NG. To enable it, click the gear icon
ADMINISTRATION > VHM Management, and then toggle Supplemental CLI to ON.

>

Creating a Supplemental CLI Object
To create a supplemental CLI object in HiveManager NG, click CONFIGURE > Common Objects > BASIC >
Supplemental CLI Objects > +, enter commands, and then click Save.
Note: “!” (Exclamation point) at the start of a line of text marks it as a comment in FASTPATH OS. You can add
comments in the supplemental CLI by adding an exclamation point “ !” at the start of a line. All text after an ! is
ignored. The examples that follow use ! to mark explanatory inline comments so that you can copy and paste
blocks of commands that include comments without causing CLI errors. Note also that you can use “y” or “n” to
specify yes or no answers to commands that prompt for answers, such as the “network protocol none” command in
the Setting a Static Management IP example.
The following are examples of settings you can configure using the supplemental CLI. If you are combining a few of
the examples into a single supplemental CLI, ensure you set the commands within the right context by using enable,
config, exit, and so on. The best way to determine the right context is to test locally on a switch first before adding
commands to your supplemental CLI. To help out, the examples below always finish at the enable prompt.
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Setting a Static Management IP Address
In this example for switches, the supplemental CLI sets a static IP address for the network interface.
!------------------------ Cut Below -------------------------!

enable
! Note: The network command is not set in config mode.
network protocol none
y
network mgmt_vlan 1

! Assign a management IP address, netmask, and default gateway.
network parms 10.100.1.55 255.255.255.0 10.100.1.1

!------------------------ Cut Above -------------------------!

Setting VLANs for Guests and 802.1X Authentication Failures
When configuring a port type in HiveManager NG to apply user authentication with RADIUS using 802.1X, you set a
VLAN to assign to client devices after successful authentication. However, you can assign different VLANs for
devices that do not support 802.1X or if the RADIUS server becomes unreachable, and for devices that fail
authentication. It is common to have the guest and unauth VLANs be the same, but they do not have to be.
!------------------------ Cut Below -------------------------!
enable

configure
! Note: 802.1X is configured on ports 31-40. You can use a dash (-) to configure a range of ports.

interface 1/0/31-1/0/40
!

The guest VLAN is assigned if a device does not support 802.1X or if RADIUS is unreachable

!

An unauth VLAN is assigned if 802.1X authentication fails.

!

Exit the interface context.

!

After successful user authentication dynamically create a VLAN based on returned RADIUS
attribute/value pairs: tunnel-medium-type:802, tunnel-type:VLAN, tunnel-private-group-id:
<VLAN>.

dot1x guest-vlan 5

dot1x unauth-vlan 5
exit

dot1x dynamic-vlan enable
!

Exit the configure context.

exit

!------------------------ Cut Above -------------------------!
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When done, the supplemental CLI object appears as shown below:

Assigning a Supplemental CLI Object to One or More Switches
To assign the supplemental CLI object:
1.

From Monitor > Devices check the box
next to one or more switches.

2.

To the right of the Supplemental CLI
option, clear the check box next to
[-No Change ].

3.

Click the menu selection
icon and
select the supplemental CLI object
defined previously.
Note: You can click + to add a new
supplemental CLI object.

4.

Click Save.
Note: The supplemental CLI object will
be assigned to all the devices that were
selected previously.

HiveManager NG adds commands from the
supplemental CLI object at the end of the
configuration file, which is updated when
the device is provisioned for the first time, or
when you manually update the switch
configuration.
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Assigning Locations to Switches
As previously written in this guide, assigning a location to switches is highly beneficial so you can provide the
assignment of switch templates and other configuration objects by location and filter data shown in the
dashboards and reports based on location. After you create maps in the Plan section, you can assign switches to
locations by performing the following steps.
1.

Click Monitor > Devices, select the check boxes next to APs on a single floor.

2.

Select Actions > Assign Location.

3.

Select a floor in a location and then click Assign.

4.

Navigate to the floor in the Plan section and move the switches to their correct locations on the map.
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Updating Device Configuration
Key Points: Aerohive provides flexible and verifiable configuration and image updates.
Unlike some systems where you update one master device, which then updates all the connected APs, with
Aerohive, HiveManager NG is updated independently from its managed devices. Once HiveManager NG receives
an update, you can update the configuration and firmware on its managed devices as you like. You can update a
single device, a subset of devices, or all devices. This lets you try things out first on a few devices before updating
everything. This is especially important if you have devices in different time zones, and for facilities that run 24x7
where there is no single time window for updates.
To update device configurations, you need to assign the devices to a network policy. If you use the CSV import
capability and have already assigned a network policy and device settings to each switch, then you do not have
to do this again; that is, until you want to make some configuration changes. However, if you did not initially assign
the devices to a network policy, you can do this later as explained below.

Network Policy Application
1.

Assign the network policy by clicking MONITOR > Devices, select the check box next to devices you want to
assign, click the Modify icon
, choose a network policy from the drop-down list, and then click Save.

2.

To return to the MONITOR > Devices page, click < Back to device list.

3.

Select the check box next to devices you want to update.
You can use the filters on the left side to narrow the list. You can also select the check box next to Status in the
table header to select all the devices listed

.

Note: It is recommended that you select one or two devices to begin with instead of all of them. Once the
update is complete and you have achieved acceptable results, then update more devices.

Device Update
4.

Click Update Devices in the upper right side of the MONITOR > Devices page.
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5.

Select Update Network Policy and Configuration and then click Perform Update.

For a configuration update, HiveManager NG instructs the switch to obtain its configuration from HiveManager
over HTTPS (TCP port 443). The switch then obtains and applies its configuration, a process that can take several
minutes to complete.
6.

Monitor the upload status by watching the green status bar under the Updated On column.
The following shows an example of an update in progress.

You can see the status column change to a green hexagon and a green check box when done. The Last
Updated On column eventually displays the time the update was completed. The following shows a successful
update.
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Process Overview and Timing
Key Points: The series of actions that occur from the moment a switch powers up until it receives its configuration
and firmware update and is completely under HiveManager NG management are listed in sequence. An
estimated length of time for each action is also included.
The following set of tasks shows the order and timing from booting, connecting to HiveManager NG in the cloud,
and to the final configuration update process. The times indicated here are estimates and will vary depending on
internal LAN and external WAN speeds.
1.

[~2 Minutes] The switch is powered on and completes the boot cycle.

2.

[~2 Minutes] The switch obtains its IP address, DNS, and time settings from DHCP, and HiveAgent starts.
Note: After the time server is learned, it takes 1 minute for the time to be set. If a switch does not receive any
time settings, HiveAgent sets them automatically. If a time server is received via DHCP, but it is not accessible,
then you must fix the problem before continuing.

3.

[~25 seconds if learned correctly] HiveAgent cycles through HiveManager discovery options: CLI, DNS, DHCP,
and does not obtain the HiveManager address, so it queries to find the IP address of the cloud switch redirector
cloud-rd.aerohive.com.
Note: If time is not synchronized before this process starts, the discovery cycle starts again after a 5-minute
timeout because certificate validation for HTTPS requires updated time. Also, if a time server was not learned,
HiveAgent will resolve pool.ntp.org to an IP address and synchronize its clock with the SNTP server after 60
seconds. If pool.ntp.org is not reachable, HiveAgent as a last resort will set the time to Jan 1, 2016 which is good
enough for passing HTTPS certificate validation. Once the time is synchronized, HiveAgent restarts and goes
through the discovery process again to locate HiveManager NG.

4.

[~2 minutes] If needed, HiveAgent is downloaded, updated, restarted, and reconnects to HiveManager NG.

5.

[~15 minutes] If needed, switch firmware is downloaded and updated.

6.

[~4 minutes] The switch reboots, obtains its IP settings, starts HiveAgent. and connects to HiveManager NG

The total time for a new installation from start to finish with a switch out of the box to being fully operational with the
latest HiveAgent, firmware and configuration is approximately 25-30 minutes.
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Monitoring Switches
Key Points: HiveManager NG provides several ways to see how your switches are functioning: the switch monitoring
page, device diagnostic commands, and switch-specific data widgets in the dashboard.
The following sections describe to find information in the HiveManager NG GUI about managed switches. You can
monitor switch activity and gather diagnostics on the MONITOR > Devices page and in the DASHBOARD section.

Switch Device Monitoring
To monitor the status on an individual switch, go to MONITOR > Devices.
Click the host name of the device to see detailed information, including the location, active links, CPU usage,
memory, temperature, power supply, and fan status. If you hover over an active port highlighted in green, you can
also view the Interface name, port mode, port status, VLAN, traffic transmitted and received, and power used for
connected PoE devices in milliwatts.
The screen capture below shows the monitoring overview of an SR2348P switch.

In the MONITORING section, you can see status, diagnostics, alerts and events.
In the CONFIGURATION section, you can configure device-specific settings such as the host name, port VLANs, port
descriptions, STP (Spanning Tree Protocol) settings, edge port (portfast) settings, and device credentials.
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Switch Utilities
To run utilities on the switch, click MONITOR > Devices, select the check box next to a switch, and then click an item
in the Utilities drop-down menu such as Diagnostics > Show MAC Table for example.
HiveManager NG contacts the device directly and displays results within a minute. The following screen captures
show the output of the show version command on the switch.
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Switch Monitoring from the Dashboard
The data widget shown below provides a visual representation of the switches sending the most packets in the
network to which the HQ-Access network policy was applied.

The dashboard also shows the top utilized wired ports in the network as well and the switches they are on.
The following widget shows that 16% of packets sent are on port 1 on the switch with host name SR2348P-1. You can
click the switch hostname link to see more detailed information.

Conclusion
This guide provides the essential configuration steps for deploying Aerohive switches. Please visit
http://docs.aerohive.com for additional technical information about Aerohive products.
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Appendix
This appendix contains configuration steps linked from the beginning of this guide that you may need to perform if
you need to utilize the ports labeled as stacking ports on the SR2324P and SR2348P switches if the switches are not
running firmware version 1.0.1.20 before connecting to HiveManager NG.
Key Points: The appendix contains useful CLI commands for disabling switch stacking and configuring static network
settings, a DNS server, and an SNTP server.

Disabling Switch Stacking from the CLI
If you have an SR23xxP switch that has a firmware version below 1.0.1.20, and you require use of the SFP+ stacking
ports for network connectivity, these are the commands to configure the stacking ports as standard Ethernet ports.
1.

Using a console terminal set at 9600 baud, 8, 1, and none, make a serial connection to the switch, and log in to
its CLI. Enter the following commands to change the mode for ports 1/0/25 and 1/0/26 on an SR2324P switch
(labeled SFP+ ports 1 and 2):
User:admin
Password:************

(AH-Switch) > en

(AH-Switch) # configure

(AH-Switch) (Config)# stack

(AH-Switch) (Config-stack)# stack-port 1/0/25 ethernet

Note: If you change the stack mode on a port, the configuration is immediately saved in the NVRAM on the
unit on which the port is located. However, the run-time mode is not changed until the unit resets.
(AH-Switch) (Config-stack)# stack-port 1/0/26 ethernet
(AH-Switch) (Config-stack)# exit
(AH-Switch) (Config)# exit

Enter the show stack-port command to verify that the mode for ports 1/0/25 and 1/0/26 changes from
Stack to Ethernet. First, enter the command and note that Ethernet appears in the Configured Stack Mode
column for these two ports and Stack appears in the Running Stack Mode column.
(AH-Switch) # show stack-port

2.

Unit

Interface

Configured
Stack
Mode

1

0/25

Ethernet

1

0/26

Ethernet

Running
Stack
Mode

Stack

Stack

Link
Status

Link
Speed (Gb/s)

Link Down

10

Link Down

10

To change the mode, you must reboot and reload the configuration on the switch. To reboot the switch, enter
the following:
(AH-Switch) # reload
Management switch has unsaved changes.

Would you like to save them now? (y/n) y
Config file 'startup-config' created successfully.
Configuration Saved!

Are you sure you want to reload the stack? (y/n) y
Reference platform resetting ...

Aerohive Switch Deployment Essentials| 39

3.

After the switch reloads, enter the show stack-port command again to see that the Running Stack Mode is
now also set to Ethernet.
(AH-Switch) # show stack-port

4.

Unit

Interface

Configured
Stack
Mode

1

0/25

Ethernet

1

0/26

Ethernet

Running
Stack
Mode

Ethernet

Ethernet

Link
Status

Link
Speed (Gb/s)

Link Down

10

Link Down

10

You can now connect Twisted Pair or Fiber cables, depending on the type of SFP used to SFP+ Ports 1 and 2.

CLI Commands for Static Network, DNS, and Time Settings
By default, switches function as DHCP clients and obtain the following settings dynamically. However, when they
are in a management network without DHCP, these must be set manually.

Configuring the Management Network Interface
The network interface is a logical interface where you can set IPv4, IPv6 and a management VLAN for
management on the switch. You cannot enable routing for the management VLAN. The network interface can be
accessed from any port on the switch on the same VLAN as the management VLAN.
1.

Using a console terminal set at 9600 baud, 8, 1, and none, make a serial connection to the switch, and log in to
its CLI.
Login: admin
Password: <enter>

Note: When firmware version 1.0.1.21 is available, the default password is: aerohive
2.

Create a management VLAN if you are using a management VLAN other than VLAN 1.
Note: VLANs are created from the enable prompt, not the config prompt.
enable

vlan database

vlan <vlan_id>
exit

Note: If you use a VLAN other than 1, make sure you have a trunk port configured on the switch that permits
the VLAN. You can create a range of VLANs: vlan 2-10,20 (for example). You can use VLAN IDs from 2 to 4093.
VLAN 1 is the default.
3.

View your current management network settings.
show network

4.

Set the network management VLAN.
network mgmt_vlan <vlan_id>
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5.

Specify whether you want to use DHCP or set a static IP address for the management network interface.
a.

DHCP is enabled by default and is set with the following command:
network protocol dhcp

b.

To change from DHCP to static IP settings:
network protocol none

network parms <ip_addr> <netmask> <gateway>

For example, to disable DHCP and set a static IP address, netmask, and default gateway:
network protocol none

network parms 10.5.1.33 255.255.255.0 10.5.1.1

Configuring DNS Domain Name Lookup Settings
Configuring domain name lookup settings allows administrators to configure domain names instead of IP addresses
for names of servers.
ip domain name <domain>

ip name server <dns_server_ip_addr>

For example, to set the local domain for the switch and specify a DNS server for it to use when resolving domain
names to IP addresses:
ip domain name aerohive.com
ip name server 8.8.8.8

Configuring SNTP Settings to Synchronize Time
The switch operating system uses SNTP (Simple Network Time Protocol) to synchronize time. Use the following
commands to enable SNTP. Note that it takes up to a minute before the system clock is synchronized after you
enter the SNTP server commands.
sntp client mode unicast

sntp server <ip_addr | ipv6_addr | host-name>

For example, to enable SNTP and set pool.ntp.org as the host name of the SNTP server with which you want the
switch to synchronize its system clock:
sntp client mode unicast

sntp server pool.ntp.org

To check the current time on the switch:
show clock

