Aerohive WLAN Best Practices Guide
The following is a collection of best practices for deploying and configuring Aerohive APs. The guide includes topics
such as channel widths, cell sizes and cell overlap, target data rates and basic data rates, load balancing, client
capacity, and more. By considering the principles and recommendations presented here, you can take fuller
advantage of the unique characteristics of wireless and the rich features Aerohive makes available in its products.

To learn more about Aerohive products, visit docs.aerohive.com
© 2016 Aerohive Networks, Inc.
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The following is a collection of recommended best practices for Aerohive wireless networks. When reading them,
keep in mind the following main points:
•

256-QAM is achievable but only under certain conditions and few clients support MU-MIMO. Consequently,
achieving the top data rates you might be expecting from 802.11ac is unlikely.

•

Having a high-density discussion is moot; everything is already high density or soon will be. Network designs that
were once based on coverage should now be based around client capacity.

Wider channels mean shorter distances
When designing the placement of APs in relation to clients that support 256-QAM (Quadrature Amplitude
Modulation), keep the following maximum distances between APs and clients in mind:
•

20-MHz channels: 25 – 40 feet (7.6 – 12 meters)

•

40-MHz channels: 15 – 25 feet (4.6 – 7.6 meters)

•

80 MHz channels: 10 – 15 feet (3 – 4.6 meters)

Why?
When two channels bond, they double in size. However, the level of background noise (ambient background radio
energy) also doubles. For an AP and its clients to communicate, they must distinguish signal from noise, and if the
noise floor rises, it makes it harder for them to do that. To improve the signal-to-noise ratio (SNR) when using bonded
channels, place APs and their clients closer together and preferably within sight of each other. Refer to the
distances for different channel widths recommended above as a guideline.
In practical terms, to achieve 256-QAM, clients should have line of sight to the AP and be within approximately 20
feet (6 meters) of each other.
Note: For more information, see http://www.networkcomputing.com/wireless/channel-bonding-wifi-and-radiofrequency-physics/335310722.

More
If you are unsure of your design requirements, using 20-MHz channels is a safe approach. It will throttle back
individual clients that can support higher data rates (40 MHz and above) to rates that are possible on 20-MHz
channels, but using 20-MHz channels will result in higher overall network capacity by providing more available
channels and will provide more predictable client behavior.

Understand client capabilities and PoE requirements
Be conscious of the following points:
•

Aerohive 802.11ac access points support MU-MIMO, but most wireless clients do not.

•

802.11ac access points require 802.3at power (PoE+) for full functionality.

Why?
To take advantage of MU-MIMO (multi-user multiple-input, multiple-output) in 802.11ac, both the AP and its clients
must support it. However, due to considerations of device size, cost, and battery life, very few wireless clients do.
(For a frequently updated list of client capabilities, see the list that Mike Albano maintains:
http://clients.mikealbano.com.) As a result, they can never reach the advertised 802.11ac speeds even when all
other conditions such as distance, a high SNR, and a low client-density environment are favorable.
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Note: For more information about MU-MIMO, see http://communicaone.com/blog/80211ac-wave-1-wave-2realities/2015/7/9.
The following table from Matthew Gast's 802.11ac: A Survival Guide shows the typical capabilities of different types
of wireless clients in regards to the number of spatial streams, channel widths, and maximum data rates they
support:
Type of
Device

(2013 and earlier)

(2014)

Radio type

Channel
width

Data rate

Radio type

Channel
width

Data rate

Dual-band
smartphone

802.11n,
1-stream

20 MHz

72 Mbps

802.11ac,
1-stream

20/40/80 MHz

Up to 433
Mbps

VoIP handset

802.11a/b/g
or 1-stream
802.11n

20 MHz

54 Mbps

802.11a/b/g
or 1-stream
802.11n/ac

20 MHz

Up to 87
Mbps

Tablet

802.11n,
1-stream

20/40 MHz

72 or 150
Mbps

802.11ac,
1-stream

20/40/80 MHz

Up to 433
Mbps

Netbook/lowend laptop

802.11n,
2-stream

40 MHz

Up to 300
Mbps

802.11ac,
2-stream

80 MHz

867 Mbps

High-end
laptop

802.11n,
3-stream

40 MHz

Up to 450
Mbps

802.11ac,
3-stream

80 MHz

1.3 Gbps

When supplying Aerohive 802.11ac access points with power through PoE, they must receive sufficient power to use
their complete capabilities. They can receive this from PSE (power-sourcing equipment) devices that support the
802.3at standard, which supplies up to 30 Watts of power. Legacy PSE devices that support only the 802.3af
standard supply a maximum of only 15.4 Watts. The following table shows which features are disabled when
powering 802.11ac APs with 802.3af.
Feature

AP130

AP230

AP245X and AP250

AP550

5 & 2.4 GHz radios

Dual 5 GHz radios

5 & 2.4 GHz radios

Dual 5 GHz radios

 3x3:3 MU-MIMO 
2x2:2 MIMO

 3x3:3 MU-MIMO 
2x2:2 MIMO

MIMO

 2x2:2
MIMO

 3x3:3
MIMO

 3x3:3 MU-MIMO

 3x3:3 MU-MIMO

80-MHz
channels







 Maximum: 40-MHz 
channels

 Maximum: 40-MHz
channels

USB port

N.A.











Second
Ethernet port

N.A.











Full transmit
power









 Maximum: 10 dBm  Maximum: 10 dBm

The AP1130, which is also an 802.11ac device, will power on when connected to PSE supporting only 802.3af.
However, it is not included in the table because Aerohive recommends powering it with 802.3at.

More
As always, be aware of non-standard PSE equipment. Thoroughly test that the APs operate with all the features you
require before putting them in a production network.
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Use 20-MHz and 40-MHz channels
Use 20-MHz channels predominantly and 40-MHz channels selectively based on specific applications. Do not use 80
MHz channels.

Why?
It is better to have more narrow non-overlapping channels at a higher transmit power than a few larger nonoverlapping channels at a lower power. Both 20-MHz and 40-MHz channels allow higher density and more flexible
channel reuse, and 20-MHz channels allow even more cells to be in closer proximity to one another.
5 GHz
Channel
Widths

US

Europe

Include DFS

Exclude DFS

Include DFS

Exclude DFS

20 MHz

25

9

20

4

40 MHz

12

4

10

2

80 MHz

6

2

5

1

160 MHz

2

0

2

0

Channel availability by region in the 5 GHz band
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Because only 802.11ac clients can support 80-MHz channels, this can create coverage holes and waste channels
that other APs could have used.

More
Using 80-MHz channels is not practical in an enterprise implementation but can work well in small, isolated areas
with clients that also support 80-MHz channels. It is just rare that an environment would allow for that.

Keep cell sizes similar
Do not set widely different radio transmit power levels because that will create widely varying cell sizes. For example,
do not set transmit power levels at 20 dBm for some radios and 5 dBm for others.

Why?
Irregular cell sizes will negatively affect client and WLAN performance. More clients will connect to the APs with
more powerful radio signals, possibly overwhelming them, while fewer connect to the others, which go underutilized.

More
If you are not sure what transmit power levels to use in your design, start with something between 9 and 11 dBm. This
will give you a good starting point. Then, after the deployment, you can adjust the transmit power, reposition APs, or
add or remove APs as necessary based on verification testing.
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Arrange APs in triangles
Place APs in triangular patterns, also referred to as sawtooth patterns, with overlapping cells and non-overlapping
channels. Do not put APs in a straight line horizontally or vertically. Never line up APs down hallways and do not
stack them in the same place on different floors.

Why?
Because omnidirectional antenna patterns are toroidal, staggering the placement of APs covers more area with
fewer APs.
Second Floor 

First floor 

Notice how the AP placement is staggered both horizontally and vertically. Be especially careful with the AP layout
on adjacent floors, After designing a good layout for one floor, it is easy to use a cookie-cutter approach for the
other floors and forget that such a plan would line up APs on the same channels vertically.

More
Some environments have client device counts and types positioned disproportionally to room layouts. An example
would be a nurses' station in a hospital or a conference room in an office building. In such cases, start your design
by placing an AP as close to those areas as possible and then design the rest of the network around those initial
placements.
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Design for the 5 GHz band
Design for the 5 GHz band first and then design the 2.4 GHz band in relation to the 5 GHz band settings. Even in
Europe, where there are still lots of clients that support only 2.4 GHz radios, design with the 5 GHz radio as the
primary service and 2.4 GHz as the secondary. Disable most 2.4 GHz radios or put them in sensor mode.

Why?
802.11ac is designed for the 5 GHz band, so the wireless network should function primarily in that band to benefit
from the new capabilities that 802.11ac makes possible. However, even when operating on earlier 802.11 standards,
the 5 GHz band is preferable. It is less used than the 2.4 GHz band and offers more nonoverlapping channels, so
connectivity will typically be better.
By putting the 2.4 GHz radio in sensor mode, you can use them to gather information for client locationing.
Optionally, you can disable it completely, which might improve AP performance. For the forthcoming AP250, which
has SSR (software-selectable radios), instead of disabling the 2.4 GHz radio you can use it as a second 5 GHz radio,
possibly doubling capacity.

More
Two additional 2.4 GHz channels are available in most countries: channels 12 and 13 (with Japan also supporting
channel 14 for 802.11b clients). If the deployment is isolated—such as a university campus sufficiently removed from
nearby neighbors—and there are no neighboring networks using channels 1, 6, and 11, then a 4-channel plan in
the 2.4 GHz band can provide greater capacity.

Raise the target data rate at RF cell edges
Targeting -70 RSSI as the cell edge signal target rate is too low and should be raised to -60 to -65 dBm or -62 to -67
dBm.

Why?
Wireless network designs are moving from a coverage model to a density model. The prevailing rule of thumb was
to design RF cells to provide -70 dBm signal strength for data and -67 dBm for voice (see the CWNA: Certified
Wireless Network Administrator Official Study Guide, Fourth Edition, p. 571-572). However, if you compare various
RSSI values to types of Ethernet cables in respect to cell edge signal strength, increasing the target RSSI values is
equivalent to moving from a Cat 3 Ethernet cable to a Cat 6 or better in a wired network:
-65 to -67 dBm RSSI

Cat 6

-68 to -69 dBm RSSI

Cat 5

-70 to -72 dBm RSSI

Cat 3

The faster the packets can be transmitted, the better the quality there will be due to fewer transmissions.

More
When gathering the RSSI measurements of cell edges, a zero-gain client is typically used as a reference point for
creating baselines. For example, iPads work well because most of them are zero-gain or even negative-gain clients.
To ensure the measurements you take are relevant for your design, use the least capable client devices that you
anticipate will be on the network.
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Raise the minimum basic data rate
Unless clients on the network require lower rates, increase the MBR (minimum basic rate) to 12 Mbps.

Why?
By increasing the MBR from 1 Mbps (current 2.4 GHz radio default) and 6 Mbps (current 5 GHz radio default) to 12
Mbps, slower clients farther away will be unable to connect. This reduces cell size to just those that can support
faster rates of 12 Mbps or better. Then the clients that were too slow for one AP will roam to another where they can
connect at the required speed. As clients sort themselves out and connect at better speeds, the medium becomes
less congested and channel and network capacity improves.
You might be able to raise the MBR even higher such as to 24 Mbps and possibly even 36 Mbps, which helps fix
sticky client issues. However, these high settings can cause connectivity problems depending on client behavior.
Handhelds and printers stay on the network the longest and often require low basic data rates, and in places like
healthcare raising the MBR might even be dangerous. Although it is not always possible to prune data rates, it can
be effective in situations where it is.
Another use for increasing the MBR is band steering. By increasing it for just the 2.4 GHz radio, you can encourage
clients to use the 5 GHz band instead.
Note: For an excellent explanation about the value of raising the MBR, see Why You Should Disable Lower Legacy
Data Rates by Devin Akin: http://divdyn.com/disable-lower-legacy-data-rates.

More
Increasing basic rates will also optimize control and management traffic. You should be confident in disabling lower
rates in most industries. If unsure, test the behavior of your critical clients to confirm compliance.

Set an ACSP re-evaluation time
Set a quiet time of each day for APs to re-evaluate their channel and power level choices.

Why?
During bootup APs determine their channel and power levels by themselves. Throughout the day, they might
dynamically adjust their choices based on changes in the RF environment. Then at scheduled re-evaluation times,
they perform a full channel scan. The APs on non-DFS channels combine the results of that scan with data from
background scans gathered throughout the day. The APs on DFS channels combine the data from their full scans
at bootup and at the re-evaluation time. They all calculate which channel would be the clearest and send their
data, channel request, and power level request to the hive member functioning as their DA (designated AP). The
DA acts as an arbiter for settling conflicting requests and makes the final determinations, which it then
communicates to all the APs.
By scheduling a time each day for APs to re-evaluate their channels and power levels, they have a daily
opportunity to refine their initial choices and adjust to changes in their environment. You would typically schedule
this at a time when the network is quiet, such as a time between 1:00 and 4:00 AM.

More
A number of industries running mission-critical applications on the network prefer to assign static channels and
transmit power levels. While this will require more planning and regular reviews, the result is a more predictable and
optimized network.
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Load balance only when every client can see every AP
Use load balancing when all the clients in an area can connect to any of the APs in that area.

Why?
Load balancing is a technique through which APs distribute client connections among themselves so that no one
AP becomes overloaded or underutilized. If it is enabled among APs separated by walls or other obstacles, clients
might end up with suboptimal associations with distant APs. On the other hand, if clients can connect fairly equally
to any of the APs in an area, such as in a large open space like a cafeteria or gymnasium, then they can obtain
similar levels of quality no matter which AP they choose. In these cases load balancing provides a good tool for APs
to divvy up client association requests fairly among themselves.

More
Enabling and disabling load balancing is not your only option. You might want to experiment with different
approaches like airtime-based load balancing and station-based load balancing. Typically, load balancing clients
based on the amount or airtime each one is consuming works well when clients connect and disconnect at
different times and vary widely in how they use the network (like people in a café or library). Load balancing clients
based on station count works well when clients connect and disconnect at approximately the same time and all
use the network similarly (like students in a classroom).

Always use the SLA feature
Use the SLA (service level agreement) feature for network monitoring purposes.
Note: SLA reporting is not currently available in the HiveManager NG GUI but will be included in a future release.

Why?
The SLA does not need to have the boost option enabled because its monitoring insights alone provide great
visibility into the network, which is what all administrators want.
Some applications have a hard minimum bandwidth requirement. You can use an SLA to check if the minimum
bandwidth is being met.
This can also tell an admin how much bandwidth an application is using.

More
The SLA option is also a useful way to tell if your network needs to be adjusted. If you enable the boost option, you
can see how often APs need to use it to help clients perform better. If clients rarely need a boost, the network is in
good shape. However, regular use would indicate a need to adjust the network to operate optimally for all clients
all the time.
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Target cell overlap at 25%
Having a cell overlap of approximately 25% is a reasonable goal toward which to aim.

Why?
When RF cells have a small overlap, say 10%, the network will eventually need more APs to fill coverage gaps. When
cells overlap too much, such as 50%, clients might switch back and forth between APs too often or stay associated
with a distant AP even though there is another one much closer.
It is impossible to calculate exactly how much cells overlap due to the dynamic nature of RF. You would have to
see the signal strength of the primary and secondary APs from the perspective of a client and measure the
difference between them. You must also use target client types when checking cell size because of variations
among different antennas. For example, the antennas on handhelds are weaker than those on laptops so they
determine cell boundaries differently. In addition, RF cell sizes fluctuate so much that it is impossible to be exact.
Nevertheless, when designing a network, best practice is to aim at a cell overlap of approximately 25% whether or
not it is ever possible to measure it precisely.
Note: Be sure the transmit power is not at its highest so that APs can increase their power dynamically when
necessary to fill coverage holes.

More
An alternative method to estimating cell overlap as a percentage is to set primary and secondary RSSI goals for
clients and work at designing a network that achieves them. An example would be that at any given time, a client
would be able to detect a primary AP at -65 dBm or better and a secondary AP at -67 dBm.

Aerohive WLAN Best Practices Guide | 12

Mesh points should have multiple portals
When designing a mesh network, ensure that each mesh point can reach more than one portal.

Why?
It is important to build redundant data paths into the network so that no segment ever becomes stranded. In the
event that a portal goes down, mesh points connected to it should be within radio range of at least one other
portal so that they can transition over to that one.

More
Although mesh is a convenient way to extend a network, it comes at the expense of overall capacity. To maximize
network efficiency, strive to design the network without mesh or at least with as little as possible.
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Plan for more clients than there are now
Always design for 50% more capacity than is currently in use.

Why?
With the continued growth in wireless devices seen over the last several years and the forthcoming increase that IoT
(Internet of Things) devices augur in the years ahead, it is safe to assume that the wireless network is only going to
become more congested.
In addition, the amount of IP traffic per device is expected to increase significantly in the coming years. Therefore,
plan ahead for approximately 50% more capacity when designing a WLAN deployment.

More
Although accurately predicting the future is difficult, Aerohive allows you to scale your network linearly. In addition,
HiveManager will provide indications of when and where to expand the network to meet changing capacity
requirements.

