Aerohive Large Campus Deployment
Architecture Reference

This guide serves as a reference for the products, features, and components that can help you optimize the
provisioning and configuration of devices for an Aerohive wireless LAN deployment in a large campus. It
begins with an overview of Aerohive technological concepts and key components. Next, it explains how to
plan a large campus deployment and configure all necessary features through HiveManager NG. It
concludes by describing how to onboard and update your Aerohive devices with their configurations. The
topics described in the following pages will ensure you can deploy a complete solution.
Note: Before reading, please check to see if you have the latest version of this doc. This document is updated
regularly with additional topics, guidelines and recommendations. The latest version is always available here.
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Introduction
With the Aerohive cooperative control architecture, whether deploying one AP in thousands of sites or
thousands of APs in a single site, the same architecture is used. The main consideration for large campus
deployments is to plan the wireless LAN coverage, roaming behavior, security, high-availability, IP subnet and
VLAN infrastructure for the APs and their wireless clients.
With the Aerohive architecture, you plug APs into a network and based on the IP infrastructure, the devices
will locate each other, contact the management platform, receive their configurations, and function.
However, for the best experience and most efficient network, this guide outlines ways of improving design to
get the most out of an Aerohive deployment.
The structure of this guide follows a cohesive deployment flow and includes best practices. However, it is by
no means the exact order you must follow. You can perform simple steps first, and then reiterate as you gain
more knowledge of the Aerohive products and features.
Aerohive Training and Documentation
This guide starts with the assumption that you have already acquired a HiveManager NG service, and Aerohive APs. If
you do not have a HiveManager account, you can go to http://cloud.aerohive.com to register for a 30-day trial
evaluation. This process is simple and only takes a few minutes. If you need APs, you can talk to your favorite Aerohive
partner reseller or sales representative.
You can also register for a training account by going to http://training.aerohive.com. This site has computer-based
training modules available to help get you trained as your need arises.
Aerohive documentation is available without going through a support portal at http://www.aerohive.com/techdocs.
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Aerohive Cooperative Control Architecture
Key Points: This section is an overview of the Aerohive cooperative control architecture and its components.
Using cooperative control protocols, you have a single architecture for all types of deployments. Whether you
have one AP in a home or branch office, or thousands of APs in one or multiple sites, the APs operate the
same. The APs coordinate with each other for the control, but enforce policy and forward traffic at the edge
so that you do not have to burden one or more central devices.
The Aerohive Cooperative Control Architecture consists
of some key components:
•

•

•

Network management:
HiveManager is the wireless LAN management
platform that you can use as a public cloud
instance or as an on-premises management system.
HiveManager is the management platform used for
configuration, monitoring, analytics, and updates
of the APs. Aerohive APs installed throughout the
network access HiveManager via IP for
management and monitoring.
•

HiveManager in the Cloud

•

HiveManager on-premises

WLAN control:
•

Dynamic RF management

•

Radio channel selection

•

Radio power selection

•

Determine and enforce client authentication
and access control policies

•

Authentication mechanisms
Policies based on BYOD, guest, employee or staff, contractor teachers, students, and so on

•

L2 – L7 firewall policy, with deep packet inspection for applications

•

QoS rate control and queuing with deep packet inspection for applications

•

Enable fast and secure roaming for clients across Layer 2 (switched) and Layer 3 (routed) boundaries

•

Maintain IP and active sessions while roaming among APs

•

Client load balancing and band steering

•

Ensure clients are on the right radio band on the right APs

Wireless networks:
•

•

Aerohive APs and HiveOS

Cloud applications:
•

Identitity Manager (IDM)

•

Social Login

•

Client Management

This document is updated regularly. The latest version is always available here.
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HiveOS
At the core of the cooperative control architecture is HiveOS, the operating system that runs on Aerohive
devices. With HiveOS in Aerohive devices, data processing and policy enforcement functions at the edge of
network, before user data ever touches the core of the network. This ensures that all traffic is appropriately
identified, filtered, and routed to its destination along the optimal path. The core building blocks of an
Aerohive network are as follows:
•

Context-aware policy assignment: Assign access, security, and QoS policy based on the user’s contextual
details. Policies can be applied based on user identity, device type, location, and other criteria.

•

Policy enforcement at the network edge: Enforce granular, user-based QoS, security, and access policies
at the edge of the network where users connect, for both wired and wireless networks alike.

•

Best-path forwarding: Employ scalable routing protocols for both wireless and wired traffic. Traffic is
forwarded via the highest performing and most available path in the network. This includes both the
ability to fail back when failed links are re-established and to transition access radios into mesh backhaul
mode dynamically as policy dictates.

Hive
A hive is a group of Aerohive devices that exchange information with each other via Cooperative Control,
creating a shared control plane. Aerohive APs obtain their configuration from HiveManager, which includes
the hive settings. After Aerohive devices are configured, they search both the wired and wireless networks for
other Aerohive devices in the same hive. If any detected neighbors share the same hive name and shared
secret, they build AES-secured connections to each other as needed to secure the subsequent Cooperative
Control information exchanges. Members of a hive can be in the same subnet or in different subnets, allowing
clients to roam seamlessly between networks as needed. In fact, a hive can scale globally if needed, as there
is no limit to the number of devices in a hive.

Cooperative Control Protocols
Cooperative control is a suite of control-plane protocols that provides services including:
•

ACSP (Aerohive Channel Selection Protocol), which provides automatic RRM (Radio Resource
Management) capabilities including radio channel selection, and AP transmit power definition,

•

AMRP (Aerohive Mobility Routing Protocol) for dynamic, identity-aware routing across wired and wireless
networks and load sharing tunneled traffic when clients do Layer 3 roaming

•

DNXP (Dynamic Network Extension Protocol), a part of AMRP that defines AP support for L3 roaming

•

INXP (Identity-based Network Extension Protocol), which provides a means for APs to forward client traffic
through a GRE tunnel to another device in another part of the network

•

Authentication protocol to provide session-aware, stateful fast/secure wireless roaming across Layer 2
and Layer 3 boundaries

Each of these elements in the cooperative control protocol suite is described in detail below.
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ACSP
ACSP (Aerohive Channel Selection Protocol) controls dynamic radio channel and power management. ACSP
determines channels for wireless interfaces based on information including channel utilization, interference:
Wi-Fi and Non-Wi-Fi, frame errors, and client count learned from what it can sense, and from information
learned from neighboring APs within a hive. ACSP along with AMRP are responsible for cooperative band
steering and load balancing among APs. ACSP is also used to locate mesh neighbors. You can view detailed
radio information from HiveManager NG by viewing the AP wireless interface settings. Here you can see
details of wireless stats at any time during the week.

This document is updated regularly. The latest version is always available here.
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AMRP
AMRP (Aerohive Mobility Routing Protocol) powers fast and secure Layer 2 roaming, intelligent distribution of
client information (including session state, encryption keys, and identity information), best path forwarding
over wireless mesh, client isolation, locationing, dynamic NAS secret creation (for Aerohive AP RADIUS servers),
client load balancing, tunnel authentication, and tunnel failover.
AMRP is a link-state routing protocol similar in design to OSPF (Open Shortest Path First) protocol designed for
routing in wired networks. However, AMRP was designed for wireless networks. AMRP functions at Layer 2 and
takes into account a larger set of information about neighboring APs including their IP address, allowed
VLANs of AP Ethernet uplinks, MAC address links, type of links including Ethernet, wireless access, and wireless
mesh interfaces, and station information including their MAC address, user profile identifier, VLAN, and
connected interface. Each AP in the same hive and in the same management subnet will share this
information with each other.
Using the command line interface on an AP available via SSH, console, or from HiveManager NG, you can
view the AMRP link state database on an AP by typing show amrp node all

Here, you can see the neighbor AP, with the IP address 10.1.5.50, supports VLANs 1, and 5-7, and has one
station attached with a user profile identifier 1, and VLAN 6.
Note: Each client entry in the AMRP node database is 34 bytes, and hash algorithms are used to find entries.
Even if there were 65,000 client entries which would be difficult to get on one AP management subnet, the
entries would still only consume 2.2 MB of memory. This is small compared to the amount of memory in each
AP. Also, because the AP uses a hash table to lookup entires, the lookup time is not impacted by the size of
the table. On another note, APs only need to maintain client entries for APs that are in the same
management subnet. Another protocol, DNXP, is used to allow APs to find information about clients in other
AP management subnets.

This document is updated regularly. The latest version is always available here.
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You can also view the MAC routing table on
an AP by typing show route
APs use this routing table to determine how
traffic is sent, either out its Ethernet interface,
MGT0 interface when a tunnel is present,
wireless mesh interface, or wireless access
(SSID) interface. Here you can see the default
MAC route: 0000:0000:0000 directs traffic it
does not find in this table out its eth0 interface.
If a frame is destined from a wireless station:
502e:5c38:6f3a, the AP will send the frame out
the wifi1.1 interface, which in this example is
an SSID called Campus-802.1X SSID, to reach
the station.

DNXP
DNXP (Dynamic Network Extensions Protocol) dynamically locates AP neighbors within radio range and in the
same hive that have their management interface in a different subnet. DNXP uses and reads information
elements in wireless beacons to
locate wireless neighbors. Once
neighbors are found, APs in
different management subnets
that are in the same hive send
control and roaming cache
information to each other using
AES encrypted UDP packets on
UDP ports 3000 through 3005. You
can change the ports used for
DNXP by modifying hive settings.
In addition, if AP neighbors are
unable to hear each other for
any reason, such as an elevator
shaft blocking signals between
them, you can use HiveManager NG to set static roaming neighbors. Once the neighbors are found, DNXP
dynamically builds and tears down GRE tunnels between Aerohive devices to provide Layer 3 roaming
capability to wireless clients.
You can view DNXP neighbors by type show amrp dnxp neighbor

INXP
INXP (Identity-based Network Extensions Protocol) establishes static GRE tunnel tunnels to support network
guests, based on the policy assigned to a user. INXP, or what is typically referred to as identity-based tunnels,
offers a means of tunneling user traffic through a network from one AP to another AP, or to a VPN gateway.
For example, you might want to provide Internet access from within your internal network to visitors, but the
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network does not have a separate VLAN for guest access and you do not want them to access any resources
on the internal network. To accomplish this, you create a tunnel policy that specifies the devices on the
internal network as the source of the tunnel and the devices in the DMZ as the destination and reference the
tunnel policy when defining the user profile for the guests whose traffic you want to tunnel. In addition, the
VLAN that you assign to the guest user profile must be unique in your entire network so that guest traffic on it
will be separate from employee traffic on all other VLANs. You then assign that user profile to an SSID and
assign the SSID to a network policy. When HiveManager NG pushes the network policy to the different APs, it
automatically distinguishes which devices need which part of the configuration: one part indicates the tunnel
destination and the other part indicates the tunnel source. HiveManager NG sends just the part indicating the
tunnel destination to the devices in the internal network, and it sends just the part indicating the tunnel source
to the devices in the DMZ. When the wireless clients of visitors associate with guest SSIDs on APs on the internal
network, those APs tunnel their traffic to devices in the DMZ. From there, the traffic continues out to the
Internet, completely bypassing the internal network.

Authentication Protocol for Layer 2 and Layer 3 Roaming
Along with the main four protocols: ACSP, AMRP, DNXP, and INXP, there are other protocols that run on the
APs to synchronize information. One of which is the authentication protocol. This protocol resides with AMRP to
synchronize the roaming cache. The roaming cache is synchronized by default among APs within the same
subnet, and APs that are within radio range that are not in the same subnet, as long as DNXP has established
the neighbor relationships. The roaming cache contains all the information needed to provide secure and
fast roaming for clients that roam across APs over Layer 2 and Layer 3 boundaries. To view the roaming cache
on an AP, type show roaming cache

Layer 2 Roaming in Operation
When a station joins a network, the AP updates its link state routing database for AMRP (Aerohive Mobility
Routing Protocol) and updates its roaming cache. When a station roams to a new AP, the new AP sends an
Ethernet Station Update Broadcast Frame on the station VLAN. The source MAC address in the Broadcast

This document is updated regularly. The latest version is always available here.

Aerohive Large Campus Deployment Architecture Reference | 11

Update Frame is the MAC address of roaming station. This alerts the upstream switches about the new
location for the MAC address of the station. Note that this is not a gratuitous ARP. Ethernet Station Update
frames do not contain an IP header. Therefore, IP is not involved and a gratuitous ARP is not necessary and
not used.

To support mobile personal devices such as laptops, smartphones, tablets, and the like, roaming must be as
seamless as possible. It is beneficial to use natural roaming boundaries such as a concrete wall that might
divide a floor, or separate buildings. On the other hand, separating VLANs and IP subnets by floor or having
multiple VLANs for a single type of user
on a floor is not often optimal for
wireless clients. As a client roams among
APs on a floor, it could possibly attach
to APs on a different floor that might be
in different VLANs and IP subnets. If this
happens, the APs perform Layer 3
roaming and dynamically build GRE
tunnels to APs in neighboring IP subnets
to preserve the roaming client's IP
address, authentication state, QoS
session state, and firewall state.
However, though Layer 3 roaming works
well, it is not as efficient as Layer 2
roaming, which does not require any
GRE tunneling. If you can design a
network so that APs throughout it can
offer the same IP subnet for a particular
type of user, Layer 3 roaming would
never be needed.
To demonstrate how you can optimize a network for Layer 2 roaming, imagine a building with 2000 employee
devices, BYODs, and guests. Putting 2000 employee devices on the same IP subnet is not generally
considered best practice. You would need an IP subnet with a netmask of /21 to support 2000 devices in the
same subnet, or a VLAN pool with eight /24 IP subnets. In either case, the amount of broadcast and multicast
traffic (especially ARP), file sharing, and other peer-to-peer applications can cause a serious degradation in
network performance. You can deny interstation traffic so help solve these problems if devices do not
perform peer-to-peer communication like file sharing. However, without using interstation traffic blocking, and
to provide flexibility in user device communication, you can use authentication mechanisms to group users
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and their devices into smaller logical groups. Using RADIUS with Active Directory, or other LDAP-based user
stores, you can segment the population of a company into smaller logical user groups. For this example, you
create eight user groups, each with 250 users requiring eight /24 IP subnets, or four user groups each with 500
users requiring four /23 IP subnets. An AP can authenticate a user with RADIUS, learn the group to which the
user belongs, and assign him or her to a particular VLAN and IP subnet. If the VLAN is available on every floor,
the user can roam among all APs, always get the same IP subnet, and seamlessly roam throughout the
building. It does require more effort up front to assign VLANs to the access switch, and define the subnets at
the distribution layer. However, once you do that, there is no central point of failure, no traffic bottleneck, and
you get the advantage of distributed processing for application visibility, stateful IP and application firewall
processing, and QoS queuing policy. Furthermore, with this architecture, you can update the HiveOS
operating system on APs as new versions come out without having to take down all the APs. You can update
any number of APs, test, and update the rest because there is no central control device.

Layer 3 Roaming with DNXP
DNXP (Dynamic Network Extension Protocol) allows users to roam statefully across a Layer 3 routed network,
maintaining IP address, authentication and MDM enrollment states, encryption keys, firewall sessions, and QoS
enforcement. More importantly, the users will not notice any change, as data connections continue to work
without interruption—even real-time network applications like voice or video.
Typically, a wireless client that roams across a Layer 3 boundary needs to obtain a new IP address, which
typically breaks IP-based sessions and applications. However, when a user of an Aerohive wireless network
roams to a new AP across a Layer 3 boundary, DNXP dynamically builds a GRE tunnel from the new AP back
to an AP in the originating subnet. The AP tunnels the user’s data back to its original subnet, which allows
clients to maintain the same IP information and network state.
With Layer 3 roaming enabled in an Aerohive wireless network, APs automatically discover neighboring APs in
different subnets by periodically scanning the radio channels on both bands. In the instance where neighbors
cannot discover each other automatically due to an RF obstacle or other circumstance, you can also
manually define neighbor relationships between APs in different subnets.
If Aerohive APs in the same hive are within radio
range of each other (or have a manually
configured neighbor relationship), are in different
subnets, and have Layer 3 roaming enabled, the
APs will automatically establish a connection with
each other over the routed Ethernet backhaul
network. The APs then share lists of typical AMRP
client data in the roaming cache (clients,
encryption keys, session state, and so forth) and
lists of Aerohive portals in each subnet. This allows
APs to build a tunnel quickly whenever a client
requires one and provides the same experience
as occurs when a client does Layer 2 roaming in
the same subnet.
These APs must be able to route traffic to each
other over the backhaul network for Layer 3
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roaming to work, as an intermediary firewall or a NAT router could block the network communications on the
necessary port, UDP 3000.
Aerohive Layer 3 roaming functionality uses tunnel load balancing to distribute tunnels across all Aerohive
devices within a subnet. The shared intelligence of cooperative control and HiveOS leverages the distributed
processing power of an Aerohive network to support thousands of concurrent Layer 3 roaming tunnels and
multiple gigabits of cross-subnet throughput.
If an Aerohive AP in a remote subnet attempts to establish a tunnel to an AP in the original subnet and the
destination AP already has a heavy tunnel load, the tunnel can be established with a different destination AP
in the same subnet instead. The DA for each subnet tracks the tunnel load of its attached members, and can
quickly steer the tunnel to a less utilized AP. This prevents any single HiveAP from becoming over-utilized due
to high counts of roamed clients.
DNXP also monitors the state of the wireless session to determine the best time to disengage the Layer 3 roam
and GRE tunnel. When the client is idle for a period of time, the new AP quickly deauthenticates the device
so it can immediately reconnect, allowing the device to obtain an IP address in the new subnet. You have full
control over this behavior and can configure the idle interval and packets-per-minute thresholds used to
determine when it is safe to tear down the tunnel and allow the client to get a new IP address.
You can use the default Layer 3 roaming settings or modify them. Select the check box to make the neighbor
Keepalives and roaming cache update options editable.
Currently one AP can support 100 GRE tunnels from neighboring APs where clients need to roam across
routed boundaries. Being that the APs also load balance new tunnels among APs in the same source subnet,
the capacity can handle large numbers of roaming clients.
To see how an AP processes a Layer 3 roam, see the following debug output. In this case, a station
“dc2b:2a95:f1e4” has roamed from an AP in the 10.1.5.0/24 management subnet to an AP in the 10.1.2.0/24
management subnet.
2015-11-09 23:04:03 debug ah_auth: [auth_basic]: try default PMK for STA(dc2b:2a95:f1e4)
2015-11-09 23:04:03 debug ah_auth: [auth_basic]: Got vlan ID 7 by User Profile ID 4 for
station dc2b:2a95:f1e4
2015-11-09 23:04:03 debug amrp2: [l3_detail]: user-profile 4 has mobility-policy <Campus-IT>
flag 0x2

Note: The AP locates the client's user profile, which shows that VLAN 7 is assigned to it. The user profile also has
a mobility policy with Layer 3 roaming enabled.
2015-11-09 23:04:03 debug amrp2: [nxp_detail]: dc2b:2a95:f1e4 is from different subnet

Note: The new AP determines that the client is from a different subnet and checks the DNXP cache to
determine if a tunnel should be established.
2015-11-09 23:04:03 debug amrp2: [eth_basic]: dnxp client dc2b:2a95:f1e4 associate at wifi1.2
profile-id 4 vlan 7
2015-11-09 23:04:03 debug amrp2: [nxp_basic]: alloc l3s dc2b:2a95:f1e4
2015-11-09 23:04:03 debug amrp2: [nxp_basic]: dnxp client dc2b:2a95:f1e4 attach to homelan
10.1.2.51(9c5d:1273:be00)

Note: The client is in the DNXP cache, which means that client traffic should be tunneled to the its original
subnet.
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2015-11-09 23:04:03
2015-11-09 23:04:03
10.1.2.51
2015-11-09 23:04:03
2015-11-09 23:04:03
OPEN-REQUEST(5227)

debug amrp2: [nxp_basic]: alloc l3s tunnel 10.1.2.51
debug amrp2: [nxp_basic]: dnxp client dc2b:2a95:f1e4 attach to tunnel
debug amrp2: [nxp_detail]: dc2b:2a95:f1e4 tx open tunnel to 10.1.2.51
debug amrp2: [xnxp_basic]: mgt0 TX 10.1.5.51 -> 10.1.2.51:[3000] DNXP-

2015-11-09 23:04:03 debug amrp2: [eth_basic]: local client dc2b:2a95:f1e4 owner 10.1.2.51 - >
10.1.5.51 age 0
2015-11-09 23:04:03 debug amrp2: [nxp_basic]: dnxp client dc2b:2a95:f1e4 state(OPEN ->
ESTABLISH): <recv DNXP-OPEN-REPLY from 10.1.2.51>

Note: A GRE tunnel is established from the AP at 10.1.2.51 in the new subnet to an AP at 10.1.5.51 in the
original subnet. Client traffic is then forwarded through this tunnel.
2015-11-09 23:04:03 debug amrp2: [nxp_detail]: tx DNXP-CACHE to 10.1.2.51
2015-11-09 23:04:03 debug amrp2: [xnxp_basic]: mgt0 RX 10.1.2.51 -> 10.1.5.51:[3002] DNXPOPEN-REPLY(5522)

This whole process usually takes less than 50 ms to complete. You will configure Layer 3 roaming later when
you define SSIDs and user profiles.

HiveManager NG
The other main component of an Aerohive network is the
Network Management System (NMS), called HiveManager
NG. HiveManager NG is a centralized Cloud-based
management system that can be in the Aerohive public
cloud, in a private cloud, or on premise as a virtual appliance
for configuring, monitoring, planning, reporting, and
supporting all Aerohive devices, user policy, client monitoring,
logging, reporting, guest management, locationing, and
troubleshooting. The HiveManager NG cloud-managed
solution gives you an elastic scalable management
infrastructure that is highly redundant. For an AP to use the
cloud-based HiveManager NG management platform, the
corporate firewall must permit SSL from the AP to
HiveManager NG and cloud.aerohive.com; and, depending
on the options used, RADSEC TCP port 2083 is also required
from the APs to HiveManager NG.

Cloud-managed or On-premises
Management?
Making this decision comes down to ease of
deployment, cost, and internal policies that
permit cloud management. Whether you use
the Aerohive public cloud, or configure an
on-premises cloud, you will get the same
features; however, the public cloud solution
from the start factors in redundancy, cost,
and ease of deployment. There is also a third
option available, which is a VMware virtual
appliance version of HiveManager NG for
deployments that do not wish to use the
public cloud, and do not have the resources
to make a private cloud.

Note: HiveManager NG is not in the control or data path and plays no roles in decision making or data
forwarding. This is all handled by cooperative control protocols and the APs. If HiveManager NG is offline, the
Aerohive wireless LAN and branch networks will continue to operate at full capability and capacity.

This document is updated regularly. The latest version is always available here.

Aerohive Large Campus Deployment Architecture Reference | 15

Learning about HiveManager NG
Key Points: Make use of contextual online Help and the onscreen configuration guidance built into the
HiveManager NG GUI.
On the right side of the page after logging in to HiveManager NG, there is a blue vertical toolbar providing
access to Help, Feedback, and Walk-Thrus.
Online Help is context-based depending on the GUI page you are viewing. The
screen capture below left is an example of what you see if you click the
Help icon while viewing the Plan section of the GUI.
Feedback lets you capture the screen and provide feedback directly to
Aerohive Product Management and Engineering. Your feedback is always
welcome, so please use this button.
Guided configurations provide step-by-step onscreen guidance for configuring
devices in HiveManager NG. New guided configurations are added
regularly, so keep checking back. The screen capture below right shows a portion of the Guided
Configuration menu. Expand a particular section in the menu to see a list of guided configurations for
that section.
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Topology Maps or Plans
Key Points: Planner maps provide key functionality for filtering information on monitor pages, dashboards, and
reports.
You can use planner maps to help determine how many APs you need in a deployment and to help define
polices for configuration objects. Once you define planner maps, they will provide live heat maps for signal
strength, and provide location services for clients and rogue APs. It is highly recommended that you take the
time to make some simple maps to get started. Using the planner tool in HiveManager NG, start with one
location, add a building, and then add the floors.
Note: One of the objectives of this guide is to show the usefulness of maps for organizing APs, setting up
contextual filters for monitoring and reporting, and policy-based classification rules by device location.

Initially Configuring Topology Maps
Topology maps provide a means to group devices for configuration purposes and provide dashboard,
monitoring, and reporting information based on the location of APs. To create an initial topology map:
1.

Click PLAN > Create New Map, enter the requested organization and address, and then click Get Started.

From this point, you have the option to upload .jpg or .png images of floorplans,
import complete plans from another HiveManager, or use the planner
integration to create floorplans by drawing perimeters around buildings located
in a map. There are Guide Me options available on the right-hand side of the
interface to guide you through the live maps integration, so this example will
focus on importing existing .jpg images to create floorplans. For detailed
instructions, please view the Help topic Creating a Network Plan, or click ? after
going to the Plan menu to access the online Help.
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2.

Select the location on the left navigation bar, click Upload Floor Plan > Choose from Library > Upload New
> Choose, browse to a .jpg or .png image of a floorplan, and then click Open.

3.

Click Upload and then choose either Save a Selected Area (and select a specific area of the file to use
as the floorplan) or Save All (to use the complete file).

4.

Click Choose > Size Floor Plan and specify a width and height in meters or feet. You can also manually set
the size of the floorplan by dragging crosshairs on the screen to mark the edges of a wall, doorway, or
something else of a known size. The size will be more accurate if you specify the size of a larger area.
Using the width of a door will only give an estimate, but will not be accurate.

5.

Draw a perimeter around the floor by clicking Edit Floor Plan>Draw Perimeter.
Note: If you want to adjust the perimeter, you can click the [-] symbol in the upper-right corner of the
drawing area to remove all walls and start again.

6.

From this point, you can continue to add walls and plan APs.

7.

If you want to clone the floor, or building, you can click the ellipses ( … ) to the right of the floor or building
and then click the Clone icon with two squares (
).

8.

After you create the floors, you can assign the APs to the floors. The easiest way to do that is from the
Actions menu on the Devices page in the MONITOR section after you add devices to HiveManager.

Creating a Building and Adding Floors to it
For this example, the first building has 10 floors.
Before you begin, Aerohive recommends that you already have the following items:
•

Building address

•

An idea of the materials used for walls, floors, and other structures throughout the building

•

Floorplans in .png or .jpg format
Note: If you do not have the building floorplan, you can use the Aerohive planner tool to create an
estimate using the integrated Google maps functionality. You can use the building address to pull up a
Google map and create a perimeter by tracing the building with the drawing tool in the planner. Once
you create the perimeter, the planner can calculate the building size. There is a Guide Me option in the
interface that guides you through the whole process step by step.

After you gather the items listed above, create planner buildings and floors as described below:
(on the right side of the menu bar) > Plan Your Network.

1.

Click

2.

If you did not add a building when using the initial setup wizard, click + Add, select the Building tab, and
set the name, street address, and the item in the network hierarchy with which you want to associate it.

3.

Select a building in the network hierarchy panel and then click Add Floor.

4.

Configure the floor and then save it.

5.

Select the floor, and then click Upload Floor Plan > Upload New from Computer, navigate to an image of
the floorplan in .jpg and .png format, and upload it to HiveManager NG.
If you only want to use a part of the file for the floorplan, drag the handles of the selection panel to resize
the area to save, and then click Save selected area. Otherwise, click Save all to use the entire image file.
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6.

7.

Click Edit Floor Plan > Draw Perimeter and draw a perimeter around the border of the floorplan. Then
trace the walls, cubes, and any other structures using the drawing tools. Be sure to select appropriate
materials for the structures as you do so.
After you finish creating one floor, you can clone it as many times as you need.
Note: You can clone a building or floor by clicking the three dot button

8.

, then the clone button

.

Add additional locations and buildings as needed.

By creating maps, you automatically
create a filter context of locations,
buildings, and floors that you can
use in the dashboard, device
configuration and monitoring page,
and client monitoring page for ease
access to pertinent data.
If you want to view APs, user data, and
perform updates for all devices in a
particular location, building, or floor,
you simply select the check box in the
filter pane.
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AP Management Address Plan Used in Roaming Decisions
Key Points: The management subnets for APs are key factors for determining how stations roam throughout a
network.
When planning the management subnet and VLAN for APs, there are three main options from which to
choose. Often the use of VLANs at the access layer might have already been determined before deploying
an Aerohive wireless network, so the design of the cooperative control architecture enables support for a
variety of use cases. The options are as follows:
Option 1: Put all the APs in a building on the same management VLAN. If you do this, the client VLAN
determines whether a not a client will roam using Layer 2 or Layer 3 roaming as they roam among APs. In this
case, if the client roams to an AP that does not support the VLAN from where the client roamed, a dynamic
GRE tunnel will be built to one of the APs in the originating subnet from where the client roamed.
Note: When a client roams to an AP that does not support the subnet from which it came, the AP builds a
GRE tunnel back to the least loaded AP in the originating subnet, and not most likely the AP from where the
client roamed. This prevents any single AP from being over utilized when Layer 3 roaming is used.
If you have a large number of clients per AP and a large number of APs in a management subnet, there are
options that can be set to minimize the amount of traffic among APs. These options are described later in this
section.
Option 2: Put the APs on different management VLANs per floor, group of floors, or by building depending on
the building size. If you do this, the determination to perform Layer 2 or Layer 3 as a client roams among APs is
based on the following conditions:
•

Whether a client is roaming to an AP in a different management VLAN

•

Whether the client is roaming to an AP that does not support the VLAN from where a client roams

•

Whether Layer 3 roaming is enabled for the user profile assigned to a client
Note: If the client VLAN is available across APs that are in different management subnets, Layer 2 roaming
can be used and Layer 3 roaming can be disabled.

If the client is assigned to VLAN 2 on floor 1, and roams to an AP on floor 2 that assigns it to VLAN 12, the AP on
floor 2 can preserve the original client VLAN with Layer 3 roaming capabilities.
Option 3: Option 3 is a hybrid of Option 1 and Option 2 and takes the best of both when needed. Look for
natural delineators between floors or building dividers to determine the management VLANs for APs, and to
determine how to allocate client VLANs throughout a network. The goal here is to maximize the use of Layer 2
roaming for clients by minimizing the need for Layer 3 roaming. Even if APs are separated into different
management subnets, if you can extend a user VLAN across an entire building for example, then the clients
can seamlessly Layer 2 roaming throughout the building without building dynamic GRE tunnels for Layer 3
roaming. The other goal is to ensure that you try to limit separating both AP and client VLANs per floor if the
APs and clients on different floors can hear, and possibly connect to APs on different floors. This can cause
unintentional Layer 3 roaming. In these cases, it is better to have clients be in a single subnet, and disable
Layer 3 roaming for those clients if the APs must remain in different management subnets. If the APs can be in
the same management subnet, and the users can be in their own user subnet, then Layer 2 roaming occurs
as clients roam among APs. Layer 3 roaming will only occur if clients need to roam to an area that uses
different user VLANs. For example, if there is a floor with 100 APs, but a cement wall down the middle isolates
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the two sides of the floor where there is no possibility of roaming, then the APs can be on different subnets on
either side of the divider. Likewise, if the material between floors provides strong attenuation, which means
the APs cannot detect each other through the floors, the APs on different floors can be on different
management subnets without issue because clients will not unintentionally roam to APs on different floors or
across the mentioned natural boundaries.
Note: The cooperative control architecture provides great flexibility in network design. You can take a couple
of different approaches when assigning the interfaces on APs to a management VLAN or subnet. The key
point to note is that if APs have their management interfaces in different subnets, they will automatically be
partitioned within a hive, essentially forming different roaming groups by default . However, even if APs are in
different roaming groups, if the user VLAN is the same across APs in different management subnets, seamless
Layer 2 roaming can be used by turning off Layer 3 roaming within the user profile assigned to users.

AP Management
This guide is based on an example with 1000 access points across three 10-story buildings. In configuring
buildings like this, you can place the management interfaces for all the APs into a single subnet, place them
in different subnets per floor, or use a hybrid mix of the two. The advantage of putting the APs in the same
subnet is that by default, you create one roaming domain. With one roaming domain, the VLANs assigned to
client stations and the VLANs support on the APs uplink interfaces determine the methods used for when a
client roams. Note that if you do place APs in a single management subnet, and the number of broadcasts
among the APs exceeds an acceptable level for your network to run effectively, you can adjust the roaming
cache update settings for a hive to unicast updates to one-hop AP neighbors.
By default, as client stations connect to a network and roam among APs, roaming cache updates are
broadcast to neighboring APs on the same subnet and unicast to APs that are one hop away even if the APs
are in different management subnets. To ensure roaming cache entries in APs remain in sync, APs also
synchronize their roaming cache with neighboring APs every 60 seconds, similar to how OSPF works on routers.
A roaming cache update for one client is 998 bytes of information sent in a single LLC packet (see below). If
you have 100 clients on an AP, the AP sends a total of 9 kilobytes of information every 60 seconds, which is
minimal.
As previously mentioned, you can optimize management broadcast traffic by adjusting hive settings. By
default, APs in a hive send roaming cache updates through two methods:
•

As unicast messages to APs that are within wireless range, whether they are in the same or different
management subnets, learned from channel scanning and DNXP

•

As broadcast messages to all APs that are in the same hive and same management VLAN and subnet

If your APs are deployed for capacity, and not just coverage, there are more APs in radio range. In this case,
you can disable the option to send the broadcast updates to APs in the hive that are in the same
management VLAN and subnet. This can greatly reduce the number of broadcasts sent from the APs on a
management subnet. The following picture shows what a roaming cache update looks like from a sniffer.
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Cooperative control messages such as roaming cache updates are Ethernet LLC (Logical Link Control) frames
that have an organization code: 0x001977. (This OUI was actually the first MAC OUI for the original Aerohive
APs.) Though broadcasts from cooperative control are minimal as far as network utilization is concerned,
there might be a large number of APs in a management subnet that do not need to have the roaming
cache update. This applies to APs that are outside of radio range of each other and to which a client could
not directly roam without first roaming through another AP. For example, a client on AP1 in the following
diagram cannot roam to AP9 without connecting to another AP along the way. Once the client roams, the
new AP triggers an update to its neighbors anyway, which allows seamless roaming throughout the entire
network. Therefore, the APs do not need to send a broadcast to every AP on the subnet. They only need to
send to APs within radio range. In this example, APs 1 through 4 are in radio range of each other.

However, when a client associates with AP1, it will sent the roaming cache update to all APs in the same
management subnet, which in this case are APs 1 through 9. In situations where there are hundreds of APs on
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the same subnet, to minimize AP neighbors, you can unicast roaming cache updates to APs in Wi-Fi range by
selecting the option in the hive configuration.

Configuring Unicast Roaming Cache Updates
Click CONFIGURE > Common Objects > POLICY > Hives, select the predefined hive or a custom hive that you
created, and then in the Client Roaming section, clear the Update hive members in the same subnet and
VLAN check box.

When you select Update all hive members within radio range, including Layer 3 neighbors and clear Update
hive members in the same subnet and VLAN, an AP only advertises its roaming cache as a unicast to AP
neighbors within radio range as shown below. When neighboring APs are not within radio range, you can
make static AP neighbor mappings. In this example, when a client associates with AP1, it will send unicast
roaming cache updates to APs 1 through 4.
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By sending unicast messages to AP neighbors, the APs only have to process information for APs within radio
range, which limits the spread of information with Wi-Fi signal instead of management IP subnet size. Also,
note that the radio range of an AP at 100 mW is typically far greater than that of a wireless client at 30 mW.
This ensures a larger coverage area for roaming. In addition, as a client roams, the new AP sends the new
roaming cache entries to its neighbors within radio range.
How much bandwidth is used? In a scenario where one AP can detect 10 APs in radio range and there are
100 clients per AP, each AP sends a unicast message with 9 KB of data to 10 other APs. Each AP therefore
sends 90 KB of data. With 10 APs each sending 90 KB of data, they are collectively sending 900 KB of data
every 60 seconds for a worst-case scenario where every AP has 100 clients. That is still not a significant amount
of data, but it is not optimal.
Why do the default settings for a hive send roaming cache updates to all APs in a subnet as well as to APs in
radio range? The default setting covers uses cases for APs deployed for coverage and capacity, without
knowledge of obstructions, and other sources of interference. Therefore, the default setting provides more
reliability without knowing the network plan.

AP Management Interface Planning
Key Points: The management interface on an AP is one of the items that determines the type of roaming—
Layer 2 or Layer 3—that clients perform as they roam among APs. You can optimize the VLAN configuration
plan for APs to provide fast and secure Layer 2 or Layer 3 roaming, mesh, and broadcasts.
In this example, there is an
average of 35 APs on
each floor and 10 floors in
one of the campus
buildings, creating a total
of 350 APs in the building.
Whether there are 35 APs
per floor across 10 floors,
or 350 APs on the same
floor, the same
configuration practices
apply. The following
picture shows a building
floorplan heat-map with
35 APs on the first floor.
You can configure all the
APs on the floor to be in
the same hive and same
management subnet to permit fast and secure Layer 2 roaming on the floor. If they are in the same hive but
in different management subnets, you can still configure fast and secure Layer 3 roaming, which is covered
later. This example building has the following infrastructure:
•

APs on floor 1 through 10 have a MGT0 (management) interface in VLAN 2.

•

VLAN 2 has an IP subnet of 10.1.2.0/23, which is an IP subnet that supports 512 APs.
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Note: Aerohive recommends that you isolate the AP management VLANs from other management traffic.
This ensures the APs do not have to process unnecessary multicast and broadcast traffic and makes the
wireless LAN deployment cleaner.

Access Security, AP Security, and Flow-based Forwarding
Key Points: Enable DoS prevention and enforce firewall rules while maintaining performance.

Flow-based Forwarding
The basic concept of flow-based forwarding is to process the first packets of a session and then set up a
forwarding table to fast-path the rest. This is similar to Layer 2 and Layer 3 switching but involves more
information about clients than just their MAC and IP addresses.
After a user or client successfully authenticates, the AP assigns a user profile that applies a VLAN, schedule,
and firewall and QoS policies to the traffic. When the AP receives wireless frames from a client for the first time,
it looks up its MAC route table, determines whether to forward or drop the packet, and (if it is going to
forward it) which egress interface and next hop to send it to. The AP then creates a Layer 2 bidirectional MAC
Layer session table entry.

Policy Enforcement at the Edge with Context-aware Policy Assignment
Each wireless Aerohive device is responsible for encrypting and decrypting wireless traffic and therefore has
the ability to view frame payloads, perform security checks and performance or quality of service
optimizations, and then encrypt the traffic again if necessary before sending it out. This allows Aerohive to
enforce advanced security policies, QoS settings, and SLA performance guarantees at the point of network
entry before forwarding traffic toward its final destination.
Aerohive APs assign and apply these policies to traffic based on numerous criteria, including user identity, the
point of entry to the network (including location or SSID), and device type. Security policies can enforce Layer
3/Layer 4 stateful inspection firewall polices, Layer 2 MAC firewall policies and address filters, and time-of-day
access controls. They can also prevent a number of wireless DoS (Denial-of-Service) attacks at the MAC and
IP Layers. In addition, QoS and SLA policies can enforce maximum and minimum performance levels and
provide granular controls for over-the-air performance of wireless traffic.
Because each Aerohive AP is responsible for processing the security policies for its own traffic, the distributed
processing power of all APs in the network is harnessed. Given the high-end processing power of each AP,
their collective processing power far exceeds a centralized, controller-based model, allowing virtually
unlimited scalability while delivering a full suite of enterprise-grade features and functions.
Because Aerohive devices decrypt wireless frames at the network edge, it is also possible to use the security
systems currently in place to enforce security policies before traffic traverses the protected network. Wireless
and wired traffic alike can be forced to flow through the corporate security systems, including firewalls,
antivirus gateways, intrusion detection and prevention systems, and NAC (network access control) devices.
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MAC-based DoS prevention
settings are in the Security section
in a hive profile. They can be set
for the entire hive or for individual
client devices, as shown here.

Because there is no single point of failure, there is no single point to attack. Even if a DoS attack were to
evade the DoS prevention mechanisms in HiveOS, it would be ineffective if it targeted a single AP because
nearby APs would seamlessly absorb clients and redirect traffic around the problem. An attacker would have
to launch a DoS attack against all the APs in a network to and evade all their DoS prevention defenses to
succeed.

Theft Protection through the Bootstrap Configuration
The bootstrap configuration is a way to protect your APs against theft on campus. You can configure a
bootstrap configuration with your own login and CAPWAP server settings. If someone steals an AP and resets
the configuration, hoping to return it to its default settings, the AP will load its bootstrap configuration instead
and they will still not gain access.
Taking this one step further, you can use the CLI to set the bootstrap configuration to be something like this:
security-object stolen
security-object stolen security protocol-suite wpa2-aes-psk asci
123123123kjhihk1231231lkjhk1l2h3
ssid “Report Stolen AP: 650-555-1212”
ssid “Report Stolen AP: 650-555-1212” security-object stolen
interface wifi0 ssid “Report Stolen AP: <your_security_phone_number>”
interface wifi1 ssid “Report Stolen AP: <your_security_phone_number>”
interface wifi0 radio power 20
interface wifi1 radio power 20

admin root-admin name administrator password SuperSecretandhardtoknowpassword
capwap client server name <your_HiveManager_ip-addr>
capwap client default-server-name <your_HiveManager_ip-addr>
capwap client vhm-name <your_vhm_name>
hostname Stolen1
save config running bootstrap
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If thieves take the AP home and reset its configuration, these commands will load and they will be unable to
access the AP. The AP will also reconnect to the primary CAPWAP server specified.
To configure the bootstrap settings, click
MONITOR > Devices, select the device or
devices whose bootstrap configuration
you want to update, and then click
Actions > Advanced > Bootstrap
Configuration.
As you can see, the options in the Update
Bootstrap dialog box are limited to a
common set of parameters. If you want to
configure more settings than these—such
as those shown on the previous page—
you must use the supplemental CLI.
For Aerohive devices that run HiveOS, the
supplemental CLI is available at the
network policy level: Additional Settings >
Policy Settings > Supplemental CLI.
It is also available at the device level for
all managed devices: Monitor >
Devices > host_name > Device
Configuration.
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Access Policy and Segmentation
Key Points: APs enforce user access policy at the ingress point to ensure data only goes where it needs to go.

User Policy and Traffic Segmentation
By distinguishing the types of users and devices that access the wireless network, you can control access at
the user and device levels. There are many different ways to segment network traffic: by the type of user,
type or purpose of a device, natural boundaries such as floors or buildings, and number of client devices.
When determining how best to segment based on Layer 3 IP boundaries, broadcast control and fast roaming
are the key items to consider.
For this example, there are three different types of users and devices: Corporate-managed employee
devices, personal employee devices (BYOD), and guest devices. You can assign a user policy to each
user/device pair through the application of user profiles, which define the VLAN, MAC Layer firewall policy, IP
and Application Layer firewall policy, QoS (Quality of Service) queuing and rate limiting policy, and time-ofday access for users and devices accessing the network.
The focus here is on the infrastructure configuration where each user profile assigns a different VLAN. To
support this, the AP Ethernet uplink to the access switch is an 802.1Q VLAN trunk. The VLAN trunk must support
VLANs for the management interface of the AP and the three VLANs assigned to users and client devices.
Depending on the number of active clients that will be supported for the type of user within an area, there
might be more than one VLAN assigned through a particular user profile.
You can also set a VLAN,
such as VLAN 1, as a
quarantine VLAN. If you
ever see traffic between
the AP and switch on
VLAN 1, you will
immediately know that
something is wrong and
you can fix it. In addition, if
you are not staging your
APs, then the APs initially
need VLAN 1 to connect
to HiveManager before
they get their
configurations. The
following diagram is a
summary of the basic
configuration items
needed for the network
infrastructure to support
the management
interface of the AP and
the wireless user types.
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Access Switch Example Configuration
The access switch port configuration in this case is a trunk port. The native VLAN is 1, and AP management
VLAN is 2, and VLANs 3 through 5 are for the user devices. The access switch will also need an uplink to the
distribution switch where routing for the VLANs commonly takes place. An example on a common switch OS
might look like:
interface GigabitEthernet0/1
description AP Uplink Port
switchport trunk encapsulation dot1q
switchport trunk allowed vlan 1-5
switchport mode trunk
spanning-tree portfast
!
interface GigabitEthernet0/2
description Uplink from Access to Distribution
switchport trunk encapsulation dot1q
switchport trunk allowed vlan 1-5
switchport mode trunk

Note: Use spanning-tree portfast on the AP uplink port (called edge-port on Aerohive switches). Aerohive APs
do not use spanning tree but perform loop prevention through AMRP (Aerohive Mobility Routing Protocol).

Distribution Switch Example Configuration
The distribution switch must upload the following configuration:
ip routing
!
interface GigabitEthernet0/1
description Link to Access Switch
switchport trunk encapsulation dot1q
switchport trunk allowed vlan 1-5
spanning-tree portfast
!
interface VLAN 1
description Initial Management Subnet
ip-address 10.1.1.1 255.255.255.0
!
interface VLAN 2
description Initial Management Subnet
ip-address 10.1.2.1 255.255.255.0
ip helper-address 10.1.1.10
!
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Aerohive AP Configuration Example
To configure the AP trunk port and limit the VLANs, create a device template for the AP.
1.

Click CONFIGURE > network_policy > Wireless Settings > Device Templates.

Device Templates
2.

Click + > ap_model.

ap_model Template
3.

Enter a name for the device template, select the Eth0 port, and then click Assign > Create New.

New Port Type
4.

Enter a name for the port type such as Uplink-Port and then select Uplink Port in the Port Usage Settings
section.

5.

In the Traffic Filter Management section, specify the management options you want available on the
uplink port such as ping and SSH, and then click Save.
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Trunk VLANs
6.

Set the native VLAN as 1, set the allowed VLANs as 1-5, and then click Save.
Note: It is not a good idea to use “all” for this setting because the APs might receive broadcast or
unknown traffic from the access switch that it does not need. If the access switch is configured with the
appropriate allowed VLANs, this is not a problem, but the setting here is a safeguard.

ap_model Template
7.

Save the port template.

Device Templates
8.

Save the device template.

When you add this device template to a network policy, HiveManager applies it to all matching AP models
that are bound to that policy.

Network Policy
Key Points: You assign devices to a network policy from which they will get the majority of their settings.
The network policy contains the SSIDs, device port templates, radio settings, management settings, user
profile settings and everything that is not device specific such as a hostname or IP address.
For many deployments, a single Network Policy can suffice. Even if you have different settings in locations
throughout your deployment, you can use classification policies based on location to change settings within
a Network Policy. You should only use a different Network Policy if the majority of settings are different.
To create a Network Policy for the network:
1.

Click CONFIGURE > Network Policies > + ADD NETWORK POLICY.

New Network Policy
2.

Enter a network policy name, such as Campus-International, select the types of devices to which you
want to apply the policy—Wireless in this example—and then click Next > Manage SSIDs.

Wireless SSIDs
3.

To add a new SSID, click + .
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SSID
4.

To create a secure SSID using 802.1X with an external RADIUS server, enter the following:
SSID Name: Campus-802.1X
Note: This is the name for how the object is stored in the system. You cannot use spaces in this name.
SSID Broadcast Name: Campus-802.1X
Note: This is wireless network that the AP advertises over the air. Its name can include spaces.
SSID Usage: SSID Authentication
Enterprise WPA/WPA2 802.1X: (select)
Key Management: WPA2-(WPA2 Enterprise)-802.1X
Encryption Method: CCMP (AES)

5.

To add user authentication via a RADIUS server, click + next to Default RADIUS Server Group.

Configure RADIUS Server Group
6.

Enter a name for the RADIUS server group, such as Campus-RADIUS, and then click + > External RADIUS
Server to add a RADIUS server to the group.

External RADIUS Server
7.

Enter a name for the external RADIUS server such as Campus-AD1, and then click + next to the
IP/Hostname list and select IP Address or Host Name to add the IP address or host name of the RADIUS
server.
Note: You cannot automatically create an IP object by typing in the field. You must select from the dropdown list or click + to create a new IP or host name object.

New IP Address or Host Name
8.

Enter the following and then click Save:
Name: AD-10.1.1.10
IP Address: 10.1.1.10
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External RADIUS Server
9.

In the External RADIUS Server dialog box, enter the following and then click Save:
Server Type:
 Authentication

Port: 1812

 Accounting

Port: 1813

Note: Some older RADIUS servers use port 1645 for authentication and 1646 for accounting.
Shared Secret: SuperSecretPassword4RADIUSThatITOnlyKnows!
You can optionally add RADIUS servers for backup using the previous steps.
Note: If you add multiple RADIUS servers, you can change their order by using the up and down arrow
links. An AP uses the top RADIUS server in the list first. If that fails, it tries the next in the list.
You can click the sprocket (

) on the right side of the Configure RADIUS Server Group section to do the

following:
•

Change retry times and account interim update intervals

•

Permit Dynamic Change of Authorization Messages (RFC 3576)

•

Inject Operation-Name attributes

Note: For information on these topics, see the HiveManager Online Help.

Configure RADIUS Server Group
10. Save the RADIUS server group.

SSID
11. Save the SSID.
Although you have created the SSID, by default the AP will assign users that connect to this SSID to a default
user profile and VLAN. Aerohive recommends assigning user profiles to the SSID to provide access policy and
VLAN settings for users, which the RADIUS server returns via attribute-value pairs in Access-Accept messages.
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User Access Policy via User Profiles in an SSID
Key Points: User profiles define user access settings and can be assigned via RADIUS and other types of
classification such as client operating system, Private PSK, LDAP user group, and time-of-day after successful
authentication.
The options for assigning user policy in an SSID vary based on the SSID access security settings. For this
example, you define the user profiles for SSIDs secured with WPA/WPA2 802.1X (Enterprise).
1.

From within the Campus-International network policy that you created in the previous configuration
example, click Wireless Connectivity > Campus-802.1X.

SSID
2.

In the User Access Settings section, click +
to create a new default user profile.

Create User Profile
3.

Enter Campus-Users as the user profile name, and then click + next to the Connect to VLAN field to
create a new VLAN object.

New VLAN Object
4.

Enter the following VLAN settings:
Name: User-VLANs
VLAN ID: 1
Note: This is the VLAN that will be assigned to a user if a matching VLAN assignment policy is not found,
which will be defined next.

5.

To add additional VLANs to the VLAN object based on AP location:
Apply VLANs to devices for classification: (select)
Click +, enter 3 in the VLAN ID field, and then click Add.
In the Assignment Rules column for VLAN 3, click

to create a new assignment rule.

Assignment Rule
The purpose of the assignment rule is to assign user VLANs based on AP location.
6.

Enter Assign-Campus-Building1-Floor1 as the assignment rule name and then click + > Device Location.
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Location
7.

Browse the map hierarchy and highlight a location, building, or floor. In this example, expand Campus >
Building1, highlight Floor1, and then click Select.

Assignment Rule
8.

Save the assignment rule.
With this User-VLANs object, which essentially is a variable, HiveManager will update the AP configuration
for the User-VLANs as VLAN 3 if the AP is located in Campus > Bulding1 > Floor1, and will assign VLAN 1 for
APs that are located anywhere else. To assign VLANs based on other locations, simply create additional
assignment rules.

New VLAN Object
9.

To add additional VLANs to the VLAN object based on AP location, click +, enter 103 in the VLAN ID field,
and then click Add.
In the Assignment Rules column for VLAN 103, click

to create a new assignment rule.

Assignment Rule
10. Enter Assign-Campus-Building2-Floor1 as the assignment rule name and then click + > Device Location.

Location
11. Browse the map hierarchy and highlight a location, building, or floor. Expand Campus > Building2,
highlight Floor1, and then click Select.

Assignment Rule
12. Save the assignment rule.

New VLAN Object
13. Save the VLAN object.

Create User Profile
14. To configure Layer 3 roaming in the user profile, click Traffic Tunneling and make the following changes:
Traffic Tunneling (GRE): ON
Layer 3 Roaming: (select)
Disassociate wireless client if
Client is idle for more than: 60 Sec
Average Network traffic is less than: 2000 Packets/minute
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Client Unroaming
The number of packets per minute that a client sends and receives determines its idle state. When a client is idle,
an Aerohive AP can disable the tunnel and deauthenticate the client so that it will reconnect and obtain an IP
address from the local network. (This process is referred to as "unroaming".)
When setting client idleness, consider the number and types of devices and the applications running on your
network. For example, an idle PC might send and receive about 500 packets per minute. Running a voice call
from a soft client on the same PC, it might send and receive about 4000 packets per minute. Unroaming the PC
if it does not receive 2000 packets per minute ensures that a tunnel will stay up during a voice call or file transfer.
The following are the essential CLI commands for monitoring the status of Layer 3 roaming:
show amrp dnxp neighbor

show amrp dnxp cache

show amrp tunnel

show gre-tunnel

show roam cache

15. Save the Campus-Users user profile.

SSID
16. Save the Campus-802.1X SSID.
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User VLAN Rules Summary
After you apply the configuration to the APs, when a user associates with Campus-802.1X SSID, the AP will
assign the Campus-Users user profile and assign one of the VLANs specified by the User-VLANs object.

When users authenticate with APs in different locations, they are assigned to the following VLANs:
•

When in campus building 1 floor 1, the AP assigns users to VLAN 3.

•

When in campus building 2 floor 1, the AP assigns users to VLAN 103.

•

An AP that is in any other location assigns users to the default VLAN, which is VLAN 1.
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Access Polices for SSIDs via RADIUS and Client OS
Key Points: An AP can apply a user profile to a client that successfully authenticates based on a RADIUS
attribute value pair, client operating system, client MAC address, location, and schedule.
In this example, you assign two additional user profiles to the Campus-802.1X SSID: one for campus IT
administrators and one for campus users' tablets and smart phones. Each user profile can assign users to user
profile-specific VLANs, firewall policies, QoS settings, and tunnel settings, to name a few.
APs provide campus IT administrators with full network access while assigning campus users' BYOD (Bring Your
Own Device) tablets and smartphones to a different VLAN that isolates their traffic from standard campus
user traffic. Even if you use the same VLAN for both user profiles, assigning devices to different user profiles
allows for user profile-specific dashboards and reports. To apply additional user profiles to an SSID:
1.

From Network Policies > policy_name > Wireless Settings > Manage SSIDs, click Campus-802.1X to edit the
802.1X SSID.

2.

In the User Access Settings section, select Apply a different User Profile to various clients and user groups,
and then click + to create a new user profile.

Create User Profile
3.

Enter the following:
User Profile Name: Campus-IT
Connect to VLAN: Click

to select an existing VLAN object and then select User-VLANs (created

previously).
4.

Click the Traffic Tunneling tab, enter the following, and then click Save:
Traffic Tunneling (GRE): ON
Layer 3 Roaming: (select)
Disassociate wireless client if
Client is idle for more than: 60 Sec
Average Network traffic is less than: 2000 Packets/minute
Note: You can modify and add additional access settings later.

SSID
5.

Scroll back down to User Access Settings and click + to add another user profile.

Create User Profile
6.

In the Create User Profile dialog box, enter Campus-BYOD in the User Profile Name field and then click +
next to the Connect to VLAN field to create a new VLAN object.
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New VLAN Object
7.

Enter the following:
Name: BYOD-VLANs
VLAN ID: 1
Note: An AP assigns this VLAN to users if it cannot find a matching VLAN assignment policy, which will be
defined next.
The following steps are optional if you have a single VLAN for all of the authenticated users.

8.

Select Apply VLANs to devices using classification.

9.

Click +, enter 4 in the VLAN ID field, and then click Add.

10. In the Assignment Rules column for VLAN 4, click

to select an existing assignment rule.

Select Assignment Rules
11. Select Assign-Campus-Building1-Floor1, which you created previously, and then click Link.
Note: If you link an object, any changes made to it apply everywhere the object is linked. If you copy an
object, it remains independent.

New VLAN Object
12. Click + to add another VLAN to the BYOD-VLANs object, enter 104 in the VLAN ID field, and then click
Add.
13. In the Assignment Rules column for VLAN 104, click

to select an existing assignment rule.

Select Assignment Rules
14. Select Assign-Campus-Building2-Floor1, which you also created previously, and then click Link.

New VLAN Object
15. Save the VLAN object.

Create User Profile
16. Click the Traffic Tunneling tab and make the following changes:
Traffic Tunneling (GRE): ON
Layer 3 Roaming: (select)
Disassociate wireless client if
Client is idle for more than: 60 Sec
Average Network traffic is less than: 2000 Packets/minute
17. Save the Campus-Users user profile.
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SSID
18. Save the SSID.

BYOD VLANs Rules Summary
If users use their BYOD when authenticating, the AP applies the following rules:
•

If the AP is in building 1 floor 1, it assigns the device to VLAN 4.

•

If the AP is in building 2 floor 1, it assigns the device to VLAN 104.

•

If the BYOD connects to an AP that is not in either location, it assigns the device to VLAN 1.

With the user profiles and VLANs defined, the next step is to assign the user profiles through assignment
policies similar to how VLAN assignment works.
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User Profile Assignment by Returned RADIUS Attributes
With two user profiles and VLAN objects assigned to an SSID as shown below, you can create assignment rules
to determine when APs apply them to different users.

This section explains how to assign the Campus-IT profile if RADIUS returns the following attribute value pairs:
IETF 64 (Tunnel-Type) = GRE(10)
IETF 65 (Tunnel-Medium-Type) = IP(1)
IETF 81 (Tunnel-Private-Group-ID) = 10
Note: You are not limited to these three RADIUS attribute value pairs to assign a user profile. If you select the
box next to  Allow user profile assignment using RADIUS attributes in addition to three tunnel RADIUS
attributes, you will have a larger selection of RADIUS attribute value pairs to choose from when defining the
user profile assignment rule.

SSID
1.

In the Assignment Rules column for Campus-IT click

to create a new assignment rule.

User Profile Assignment
2.

Enter RADIUS-10 in the Name field and then click + > RADIUS Attribute.

RADIUS Attribute
3.

Select Three standard RADIUS Attribute Value Pairs, enter 10 in the Attribute Values field for IETF 81 (TunnelPrivate-Group-ID) = admin-defined-attribute-value, and then click OK.
Note: You can enter multiple tunnel-private-group-ID values: 10,1000,2000 if different RADIUS severs used
throughout the campus return different tunnel private group ID values.

User Profile Assignment
4.

Save the user profile assignment rule.
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User Profile Assignment by Client OS
This section explains how to assign the Campus-BYOD user profile if authenticated users have a device
running any of the following operating systems: Android, Blackberry, iOS, Symbian, or Windows Phone.

SSID
1.

In the Assignment Rules column for Campus-BYOD, click

to create a new assignment rule.

User Profile Assignment
2.

Enter BYO-Device in the Name field, and then click + > Client OS Type.

Client OS Type
3.

Select the following OS types, and then click Select:
Android
Blackberry
iOS Device
Symbian
Windows Phone

User Profile Assignment
4.

Save the user profile assignment rule.

SSID
5.

Save the SSID.
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User Profile Assignment Rules Summary
An AP checks rules from top to bottom and applies the first match it finds. It assigns the default user profile if
the user was able to authenticate successfully and none of the rules match. Using the rules you just created,
and the following screen capture as a reference, here is a summary of how the rules are applied.
•

If a user successfully authenticates with the Campus-802.1X SSID and RADIUS returns the following
attributes in an Access-Accept message, the user is an IT administrator and gets assigned to the CampusIT user profile:
IETF 64 (Tunnel-Type) = GRE(10)
IETF 65 (Tunnel-Medium-Type) = IP(1)
IETF 81 (Tunnel-Private-Group-ID) = 10

•

If a user is not an IT administrator but has an Android, Blackberry, iOS, Symbian, or Windows Phone, then
the user is assigned to the Campus-BYOD user profile.
Note: You can change the order of the rules by clicking the arrows in the Order column. If you move the
BYO-Device rule before the RADIUS-10 rule, APs will assign an IT administrator using a BYOD to the BYODevice policy.

•

If a user authenticates but RADIUS returns an attribute value pair that is not for an IT administrator, and if
the device is not a BYOD, then the AP assigns the default user profile: Campus-Users.

•

If a user cannot authenticate, the AP does not provide network access.
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Additional Security Settings to Apply to the Secure Campus Network
To prevent malicious disconnections by spoofing, you can enable the IEEE 802.11w specification capabilities
to protect management frames. It also protects a number of action frames that act to carry information
regarding the state of the network, RF environment, and so on. Such frames include spectrum and radio
management frames, QoS, fast BSS transition, and block ACK frames. The IEEE 802.11w specification uses a
MIC (Message Integrity Check), which is appended to the management frame. When the receiving station
receives the frame, it checks the MIC to determine whether it is valid or missing. If the MIC is valid, then the
frame is accepted; if invalid or missing, then the frame is discarded. You can enable this security feature and
protect management frames by configuring settings in the Advanced Authentication Options section for the
configuration of an SSID.
1.

From Network Policies > Wireless Settings > Manage SSIDs, click Campus-801.1X.

SSID
2.

Scroll down to Advanced Access Security Controls – 802.11w, Authentication timeout options in the
Optional Settings section and then click Customize.

Advanced Access Security Settings
3.

Enter the following in the Protected Management Frames section, and then click Save:
802.11w: ON
Use of 802.11w is: Optional
Use 802.11w protection for broadcasts/multicasts: (select)
Note: If a client does not implement 802.11w properly, it might have an issue connecting to an SSID with
802.11w enabled. When you make 802.11w optional, a client that does not have 802.11w capabilities is
still permitted on the network but will not receive the protection that 802.11w provides.

Enable Fast Roaming for Devices that Support Voice Enterprise
(802.11r/v/k)
The Aerohive Voice Enterprise feature offers several controls to fine tune the ability of the network to handle
voice traffic, allowing you to combine radio resource measurement (802.11k), allowing you to combine
WMM-AC (Wireless Multimedia-Admission Control), wireless network management (802.11v), and fast BSS
transition (802.11r) into a customizable, comprehensive, and responsive network well-suited to voice traffic.
Aerohive uses radio resource management (802.11k) to monitor the performance of the network with respect
to the RF environment, such as noise, channel load, and station statistics. Using 802.11k, Aerohive devices can
collect information and make intelligent decisions about client roaming and channel usage. Aerohive uses a
similar technology, wireless network management (802.11v), to allow clients to share information regarding
the WLAN environment, including maintaining a list of neighbors. Sharing information in this way allows wireless
devices to make real-time adjustments to the WLAN to optimize network performance. Location services are
more accurate under 802.11v because stations can use the frame TOA (time of arrival) to determine relative
positions of one another. Fast BSS transition (802.11r) is also part of the Aerohive implementation of Voice
Enterprise. Fast BSS transition introduces streamlined hand-off protocols by requiring stations to establish the
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QoS state and to negotiate encryption keys before the transition occurs. This way, when the transition occurs,
there are no delays due to renegotiation of the keys and QoS assignment.

SSID
1.

Scroll down to Optional Settings – Radio and Rates, DoS Prevention, and MAC filters in the Optional
Settings section and then click Customize.

Optional Settings
2.

To enable Voice Enterprise 802.11r/v/k capabilities, scroll down to the Voice Enterprise section, and select
Enable voice enterprise.
Note: As of 11/12/2015, voice enterprise is supported on the AP230, AP330, AP350, AP121, and AP141. APs
are certified as new releases of code are made. Check the release notes for your AP for more details.

3. Save the optional settings.
SSID
4. Save the Campus-802.1X SSID.
You can see the Voice Enterprise Capabilities in this example by viewing the roaming cache and debug
output during a roam.
In this example, an iPhone supporting Voice Enterprise capabilities with 802.11r/v/k, roams from AP1 to AP3.
The following output displays the roaming cache and debug output from AP3 after the iPhone roams.
AP3 has the roaming cache information that was transmitted from AP1 where the iPhone is connected. From
its roaming cache, AP3 calculates the PMK ID to identify authentication credentials for the iPhone in case it
roams to it. Because the PMK ID and PMK are present, along with the 802.11r PMK R0 information, when the
iPhone roams to AP3, the iPhone can roam seamlessly without having to start new authentication with the
RADIUS server. This is displayed in the roaming cache and debug out below.
Note: Here you can see the roaming cache information on AP3 containing the PMK ID and authentication
information for the iPhone with the user name paull. This information has be synhronized in advanced
Protocol-suite=WPA2-AES-802.1X;
Local Cache Table:
No. Supplicant

UID PMK

PMKID Life TLC

User-Name

FT

PMKR0Name

--- -------------- --- ----- ----- ----- ----- -------------------- ------- --------1

dc2b:2a95:f1e4 1

ac38* 589d* -1

86378 paull

FT8021X b665*

Note: Here you can see the debug output on AP3 during its roam from AP1.
2015-11-13 21:15:38 debug [eth_basic]: eth0 receive type(ETH-KEEPALIVE/2) from 9c5d:1209:b440 72 bytes,
originator 9c5d:1209:b440
2015-11-13 21:15:38 debug [auth_basic]: fetch PMKR1 from local cache for FT station dc2b:2a95:f1e4
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Note: Here the station transmits a PMKID to see if the AP has its roaming information available. The AP finds it
and is able to allow a fast transition (FT).
2015-11-13 21:15:38 debug [auth_basic]: STA[dc2b:2a95:f1e4] PMKID=[589d*] does match pmksa_cache
2015-11-13 21:15:38 debug [auth_basic]: Auth info is received from local PMKSA cache: SPA=dc2b:2a95:f1e4,
AA=9c5d:1209:b7e4
2015-11-13 21:15:38 debug [auth_basic]: Got vlan ID 3 by User Profile ID 1 for station dc2b:2a95:f1e4
2015-11-13 21:15:38 debug [auth_basic]: event is sent to AMRP: event=join SPA=dc2b:2a95:f1e4
AA=9c5d:1209:b7e4 if=19 uid=1 vlan=3

Note: The fast transition occurs with both Layer 2 and Layer 3 roaming.

Open Guest Wireless Network with a Captive Web Portal,
Client Isolation, and Firewall Restrictions
Key Points: Aerohive offers several ways to implement guest networks from open to secure guest networks
with Aerohive Private Pre-Shared Secret (PPSK) functionality.
This example shows the simplest form of a guest network using an open SSID with a captive web portal for use
policy acceptance. It also follows best practices of using client isolation to prevent peer-to-peer access, and
a stateful firewall to restrict access to the Internet only.
To create a Network Policy for the network:
1.

Click CONFIGURE > Network Policies > Campus-International > Wireless Settings > Manage SSIDs, and
then click + to add an SSID.

SSID
2.

Enter the following SSID configuration options:
SSID Name: Campus-Open-Guest
Note: This is the name of the object stored in HiveManager and HiveOS. Its name cannot have spaces.
SSID Broadcast Name: Campus Guest
Note: This is the name of the wireless network that APs advertise over the air. It can have spaces.
SSID Usage: SSID Authentication
Open (Unsecured): (select)
Enable Captive Web Portal: ON
Enable UPA: ON
Default Captive Web Portal: Click + to create and add a new captive web portal object.
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New Captive Web Portal
3.

Configure the following captive web portal settings, leave the other settings at their default values, and
then click Save:
Name: CWP-Use-Policy
Enable UPA: ON
Success Page: ON
Redirect clients after successful login attempt: (select)
To a specified URL: (select); enter a URL of your choice, such as http://www.aerohive.com
Default Language: English
Support Additional Languages: Optionally select other languages that you want the captive web portal
to support.

SSID
4.

In the User Access Settings section, click + to create a new default user profile.

Create User Profile
5.

For the user profile name, enter Campus-Guest.

6.

Connect to VLAN: Click + to create a new VLAN object.

New VLAN Object
7.

Name the VLAN object Guest-VLANs and set the VLAN ID as 1.
Note: An AP assigns this VLAN to users if it cannot find a matching VLAN assignment policy, which will be
defined next. The following steps are unnecessary if you use a single VLAN for all authenticated users.

8.

Do the following tasks to assign VLANs to guests based on location:
Apply VLANs to devices using classification: (select)
Click +, enter 5 in the VLAN ID field, and then click Add.

9.

In the Assignment Rules column for VLAN 5, click

to select an existing assignment rule.

Select Assignment Rules
10. Select Assign-Campus-Building1-Floor1, which you created previously, and then click Link.
Note: If you link an object, any changes made to it apply everywhere the object is linked. If you copy an
object, it remains independent.
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New VLAN Object
11. Click + to add another VLAN to the Guest-VLANs object, enter 105 in the VLAN ID field, and then click
Add.
12. In the Assignment Rules column for VLAN 105, click

to select an existing assignment rule.

Select Assignment Rules
13. Select Assign-Campus-Building2-Floor1, which you also created previously, and then click Link.

New VLAN Object
14. Save the VLAN object.

Restricting Guest Access with the Stateful Firewall in APs
With the VLANs created, the next step is to permit guests to access the Internet, and block all other traffic.

Create User Profile
1.

Continuing the configuration of the Campus-Guest user profile, do the following:
From the Security tab, toggle Firewall Rules to ON.
IP Firewall: (select)
Click

to select an existing firewall rule for outbound traffic; that is, a rule that applies to traffic from

wireless clients to the Internet.

IP Firewall Profile
2.

Select Guest-Internet-Access-Only and then click Select.

Create User Profile
3.

Set the firewall policy for Outbound Traffic with a default action of Permit, and then click Save.
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Firewall Rules Summary
The firewall rules you defined control services as follows and looks like the following screen capture:
•

Permit a wireless client to get an IP address via DHCP.
Note: Clients do not have an IP address before they obtain one via DHCP. Even if you know what the IP
subnet is going to be, you stil have to leave the Source IP as Any so clients can obtain IP addresses.

•

Permit a wireless client to use DNS, even if the DNS server is on a private network.
(If you are using an Internet DNS for guests, you can remove this rule.)

•

Deny the client from accessing any RFC1918 private IP network.

•

Permit all outbound traffic and replies to come back in.

•

Deny traffic initiated to a wireless client.

•

Deny peer-to-peer IP traffic.

Note: You do not need to create incoming rules, which are only needed if you want traffic initiated from
the Internet or wired network to access the guest wireless clients. Because the APs have a stateful firewall
engine, replies from traffic permitted to go out from the AP are allowed in.
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Use QoS to Rate Limit Guest Traffic
You can rate limit guest traffic from the AP by modifying QoS settings in the user profile. Rate limiting is
absolute, so if you set a rate limit, even if bandwidth is available, you cannot exceed the rate limit. If you want
to prioritize traffic instead, of rate limiting, you can use scheduling weight instead. The AP uses configured
weights for prioritization when there is contention present.

Create User Profile
1.

Continuing the configuration of the Campus-Guest user profile, click the QoS tab.

QoS
2.

Toggle Quality of Service (QoS) to ON.

3.

In the Rate Limit per User Profile section, click the text balloon and type a rate limit in Mbps: 5

Note: This will rate limit the sum of all inbound and outbound traffic from all guests on an AP to 5 Mbps.
4.

Click Rate Limit per User.

Rate Per User
5.

In the Rate per User dialog box that appears, click the text balloon at the top, enter 3 Mbps as the rate
limit, leave the other settings as they are, and then click Save.
Note: This will rate limit the sum of all inbound and outbound traffic from an individual guest on an AP to 3
Mbps. With the Campus-Guest user profile, all guests combined can get 5 Mbps, but a single guest can
get a maximum of 3 Mbps.

Create User Profile
6.

Click Save to save the Campus Guest user profile and return to the SSID panel.
Note: To modify the user profile to add additional settings later, you can click the user profile displayed.

SSID
7.

Save the SSID.
Note: You do not have to save the SSID now because there are more settings to configure for it. However,
saving the SSID is a good idea at this point to ensure you do not accidentally lose any of your work.
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Additional Security Settings to Apply to the Guest Network
Aerohive APs can provide alerting and security against Layer 2 and Layer 3 DoS and spoof attacks, provide
station isolation within the hive, and provide filtering of management traffic to the AP. In this section, you will
enable these capabilities.
To apply additional security, filtering, and DoS prevention settings to an SSID:
1.

From CONFIGURE > Network Policies > Campus-International > Wireless Settings > Manage SSIDs, click
Campus-Open-Guest.

SSID
2.

Scroll down to Optional Settings – Radio and Rates, DoS Prevention, and MAC filters in the Optional
Settings section and then click Customize.

Optional Settings
You can protect against DoS (Denial of Service) attacks at the MAC Layer (Layer 2) on the radio channel that
an AP uses for SSID access traffic.
3.

In the DoS Prevention section, click MAC-Based DoS Prevention Rules for Client.

MAC-based DoS Prevention Rules for Client
By default, all DoS detection types are enabled, and the association request, authentication, and EAP over
LAN detection types are set to send an alarm and perform a 60-second ban. The settings in the MAC DoS
configuration object apply to the total amount of Layer 2 traffic that an AP receives on the access channel
for the SSID from a single source; that is, from a single MAC address. If you do use an action to ban, the AP will
deauthenticate the MAC address of the connected client and prevent it from associating with the AP.

For a detailed explanation of each of the fields, click the following link and scroll down to the DoS Prevention
section: http://docs.aerohive.com/330000/docs/help/english/ng/learning-whatsnew.htm#gui/configuration/configuring-ssid-optional-settings.htm
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4.

Keep the default settings and then click Save.

Optional Settings
5.

In the DoS Prevention section, click IP-Based DoS Prevention Rules for SSID.

IP-Based DoS Prevention Rules
You can configure and enable different options for detecting and responding to anomalous traffic patterns
that might be indicative of nefarious activity.
For each type of screening, you can select one of the following different response actions and set the
duration for enforcing that response. (For the actions "Drop" and "Ban-forever", there is no duration to specify.)
You can set the duration to any number from 1 to 1,000,000 seconds.

6.

Select all the check boxes from  ICMP Flood through  Radius Attack in the Enabled column and then
click Save.

Optional Settings
If you have a list of known banned MAC addresses or MAC OUIs, you can use a MAC-based filter for the SSID.
7.

Select the check box next to  Enable MAC-Based Filters.

8.

Set the Default Action to Permit (Default), click + to add a MAC-based filter rule, and then click + to add
a new MAC Address or MAC OUI object.

New MAC
9.

Enter a MAC address or MAC OUI object name, enter the address or OUI without delimiting characters
like “. : -“, and then click Save.
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Optional Settings
10. Choose an action of Permit or Deny and then click Add.
The configuration looks like the following screen capture.

11. In the Traffic Filters section, disable APs from accepting traffic destined for their management interface
from devices connected to this SSID. Also disable inter-station traffic; that is, traffic between wireless
clients.
Note: The recommend practice is to disable all management access from a Guest SSID to the AP. These
options do not disable traffic through the AP; they only disable traffic to the AP. The one exception is interstation traffic, which is wireless traffic from clients going through the AP to other wireless clients.
Enable SSH: (clear)
Enable Telnet: (clear)
Enable Ping: (clear)
Enable SNMP: (clear)
Enable Inter-station Traffic: (clear)
With inter-station traffic disabled, APs check their roaming cache to determine if there is an active client
in the same hive and then deny stations from communicating with each other at the MAC Layer. This
includes broadcast, multicast, and ARP frames between one client and any other client connected to a
wired or wireless interface on any AP throughout the hive. However, APs still permit clients to send traffic
to other devices that are not in the hive.
Disabling inter-station traffic also helps conserve a large amount of airtime that is consumed by APs
retransmitting broadcasts and multicasts from connected guest stations, which are usually transmitted at
the lowest basic rate configured for an SSID.
12. Save the optional settings configuration.

SSID
13. Save the Campus-Guest SSID.
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Device Templates, Radio Profiles, and Port Type Settings
Key Points: Device templates provide a way to simplify and apply consistency for configuring device specific
settings across devices within an Aerohive network.
After creating SSIDs, the next step is to create device templates. A device template provides a diagram of
the physical ports for a specific Aerohive model, and allows you to specify its functionality. For example, after
you configure a device template for a specific device type, you can then assign its ports to various port types.
A port type defines how the ports assigned to it will function. A device template allows you to configure the
default port settings and other device functions for a specific Aerohive model. You can then apply this device
template, and its configuration settings, to large numbers of devices of the same type. If you want to apply
different device templates to other devices in the same network policy, you can do so using HiveManager
device classification features. By default, each network policy contains all of the templates that represent
device models supported by HiveManager NG.
1.

To add a device template for the AP230, click CONFIGURE > Network Policies > Campus-International >
Wireless Settings > Device Templates.

2.

Click + > AP230.

AP230 Template
3.

In the Template Name field, enter AP230-Campus1.

4.

To create a radio profile, select the 2.4 GHz interface

and then click Assign > Create New.

Radio Profile
5.

Enter the following, leave the other settings at their default values, and then click Save:
Name: 2.4GHz-1
Deny connection request from legacy clients: Select this if you do not expect older clients to be on your
network. If that is the case, it is more efficient to disable them from accessing the network. Then select
either 802.11b or 802.11a/b/g, depending on the types of clients you want to deny.
Band Steering: Band Steering is another optional setting that can provide benefit. The 5 GHz band has
more channels and is generally used less than the 2.4 GHz band. By steering some clients with 5 GHz
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radios to that band, APs can provide opportunities for better throughput to those clients operating in the
quieter 5 GHz spectrum while also easing congestion for other clients remaining in the 2.4 GHz spectrum.
Neighboring hive members perform band steering by suppressing responses to probe and association
requests on their 2.4 GHz radios to clients that are also probing in the 5 GHz band. When the number of
clients associated with all hive neighbors on their 5 GHz radios reaches their load limits, the APs suspend
band steering. They automatically resume it when their 5 GHz radios are no longer overloaded.
A potential problem with band steering is that some clients might try to stay on the band they were
previously associated with, and not let go. In those cases, the clients might give up before connecting. A
recommended solution is to start simple, and see how the radio bands are distributed before trying to
force band steering to the 5 GHz band.
A recommended starting point for band steering is to configure the following:
Band Steering: ON
Band Steering Mode: Encourage 5.0 GHz band usage
Number of connection attempts from 2.4 GHz clients to ignore before responding: 2
Note: Some devices might give up after a few attempts, so this will try to steer clients to the 5 GHz
band gently, but let them connect if they insist on trying to connect to the 2.4 GHz band three times.

AP230 Template
6.

To create a radio profile for the 5GHz radio, clear the 2.4 GHz interface

, select the 5 GHz interface

, and then click Assign > Create New.

Radio Profile
7.

Enter the following, leave the other settings at their default values, and then click Save:
Name: 5GHz-1
Deny connection request from legacy clients: Select this if you do not expect older clients to be on your
network. If that is the case, select 802.11a/b/g, which will deny access to 802.11a clients, the only ones of
the three that use the 5 GHz band.
Channel Width: 40 MHz
Note: Deciding to use 20 MHz, 40 MHz, or 80 MHz depends on bandwidth requirements, DFS capabilities of
the AP model, and the types of clients used.
One of the key features in the 802.11n and 802.11ac standards is channel bonding, in which the radio
bonds two or four adjacent 20 MHz channels into one 40 MHz or 80 MHz channel to increase the
bandwidth on which it can transmit data. Unlike the 2.4 GHz radio band, the 5 GHz band has enough
space for channel bonding. When you enable channel bonding on an AP whose region code is "FCC"
and choose 40 MHz, ACSP (Aerohive Channel Selection Protocol) automatically chooses the primary
channel based on the current RF environment and optimizes channel usage. You can also use channel
bonding in the European Community in conjunction with DFS (Dynamic Frequency Selection), which
makes channels 52-64 and 100-140 available in addition to channels non-DFS channels 36-48. Without DFS
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enabled, channel bonding is not recommended for client access in the European Community because
only the U-NII (Unlicensed National Information Infrastructure) lower band would be available (5.15-5.25
GHz; bandwidth: 100 MHz; channels 36 - 40 - 44 - 48) and there would not be enough space for three nonoverlapping 40 MHz channels.
Dynamic Frequency Selection: ON
Note: This setting enable DFS channel selection on supported Aerohive APs deployed in the ETSI or FCC
region. Please check the data sheet or release notes for an AP to determine if DFS is available.
The DFS option becomes available only when the radio mode is 11a/n/ac, and it only takes effect when
the AP is configured with the country code of a country complying with ETSI (European
Telecommunications Standards Institute) or FCC (Federal Communications Commission) regulations. All
Aerohive APs are certified to use DFS channels in the ETSI region and all except the AP230 are certified for
the FCC region.
Because radar systems use some bands in the 5 GHz spectrum, wireless devices operating in these bands
must use DFS (Dynamic Frequency Selection) to detect radar activity and switch channels automatically
to avoid interfering with radar operations. If an AP detects a radar signal while it is using one of the DFS
channels, it automatically switches to a different channel and marks the first channel as unusable for 30
minutes. After that period of time elapses, the first channel becomes available for use again. The AP
might switch back to it later or simply continue using its new channel.
With DFS enabled, the 5 GHz radio to which you apply this radio profile can use the following channels:
ETSI: 36-48, 52-64, and 100–140
FCC: 36-48, 52-64, 100-116, 132-140, and 149-165
Channels 120, 124, and 128 are reserved for TDWR (Terminal Doppler Weather Radar) systems and are
only available for wireless activity in the ETSI region when DFS is enabled; they are never available in the
FCC region. When an AP chooses to use a DFS channel, it first performs a CAC (channel availability
check) before it begins transmitting on it. The CAC wait time for the three weather-radar channels is 10
minutes. For all other DFS channels, it is 1 minute.
Disable the DFS channel section and block the possible use of channels in the 52-64 and 100-140 ranges in
the ETSI region and channels 52-64, 100-116, and 132-140 in the FCC region. The 5 GHz channels that do
not require DFS are 36-48 for ETSI and FCC and 149-165 for FCC. These channels can always be used
whether DFS is enabled or disabled. Note that channels 36-48 can only be used in the ETSI region when
the AP is deployed indoors. If you disable DFS on APs deployed in the ETSI or FCC region, do not set the 5
GHz radio to use channels 52-64 and 100-140.
In those cases, the clients might give up. A recommended solution is to start simple, and see how the
radio bands are distributed before trying to force band steering to the 5 GHz band.

AP230 Template
8.

To create a new port type for the AP230, click Deselect All, click the ETH0 and ETH1 interfaces
and then click Assign > Create New to create a new port type.

This document is updated regularly. The latest version is always available here.

,

Aerohive Large Campus Deployment Architecture Reference | 56

Note: On the AP230, the ETH0 inteface accepts PoE to power the AP. If you configure ETH1 as a backup,
you will need an external power source. You can also use ETH1 to connect to an Ethernet device such as
a security camera or printer, or even a Layer 2 switch to connect a larger number of Ethernet devices.
You can add a new port type for ETH1 and configure it as an access port, or a bridge port that is either a
single access VLAN or an 802.1Q trunk. You can also define a user profile to apply access policy to users
or devices connected to this port.

New Port Type
9.

Enter the following, leave the other settings at their default values, and then click Save:
Name: AP-Uplink1
Port Status: ON
Port Usage: Uplink Port

Trunk VLANs
You can set the allowed VLANs for the Ethernet interface on the AP to limit traffic permitted on a trunk port.
The allowed VLANs setting also helps determine if Layer 3 roaming is needed when a client roams to another
AP. The second AP checks the VLAN assigned to the client when it roams, and if the VLAN is not allowed on
the second AP, it will tunnel the client's traffic back to an AP that does support the VLAN so that the client can
roam seamlessly.
You must also set the allowed VLANs on the trunk port on the access switch as shown in the example
configuration below for a common enterprise Layer 2 switch.
interface GigabitEthernet0/1
description AP Uplink Port
switchport trunk encapsulation dot1q
switchport trunk allowed vlan 1-5
switchport mode trunk

10. In this example for APs on Campus 1 Floor 1, enter the following, and then click Save:
Native VLAN: 1
Allowed VLANs: 1-4
Note: After you save this AP230 template, you can create additional templates for APs in other locations
that might have different native and allowed VLAN settings.

This document is updated regularly. The latest version is always available here.

Aerohive Large Campus Deployment Architecture Reference | 57

AP230 Template
11. Save the AP230 template.
12. To create an additional template for the same type of device but that has different settings in other
locations, Click + > Access Points > AP230.

AP230 Template
13. In the Template Name field, enter AP230-Campus2.

14. Select the 2.4 GHz interface

, click Assign > Choose Existing, select the previously created radio

profile 2.4GHz-1, and then click Save.
15. Clear the 2.4GHz interface

and then select the 5 GHz interface

. Click Assign > Choose Existing,

select the previously created radio profile 5GHz-1, and then click Save.
16. To create a new port type for the AP230, click Deselect All, click the ETH0 and ETH1 interfaces
and then click Assign > Create New.

Port Type
17. Enter the following and then click Save:
Name: AP-Uplink2
Port Status: ON
Port Usage: Uplink Port

Trunk VLANs
18. For APs on Campus 2 Floor 1, enter the following, and then click Save:
Native VLAN: 1
Allowed VLANs: 1,5-7
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19. Save the AP230 device template.

Device Templates
Now that there are two device templates for AP230s that are in different locations, you have to create
assignment rules. APs will use the original template by default and only use the new one if they are in a
specific location.
20. Next to the AP230-Campus2 template, click

to select an existing assignment rule.

Select Assignment Rules
21. Select Assign-Campus-Bulding2-Floor1 and then click Link
This will apply the template to APs located in Building 2, Floor 1 on the campus.
With the following device templates classification, the template AP230-Campus2 with VLANs 1, 5-7 is
applied to APs in Campus Building 2, Floor 1; and the AP230-Campus1 template is applied to APs in any
other location because it is the default. For a campus this size, there will most likely be many more
classification rules to assign APs with their appropriately allowed VLANs at various locations across
campus.
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Additional Settings
Key Points: Additional settings include DNS, NTP, SNMP, syslog, Bonjour Gateway, hive settings, LLDP/CDP,
rogue detection, QoS, and much more.

DNS Settings
Key Points: Enable the DNS settings that APs use to perform domain name lookups.
Aerohive devices use DNS to look up any service or IP object configured as a hostname.
Note: If you configure an Aerohive AP or Router to be a RADIUS server that uses AD integration, it is important
that the DNS entry here is configured with SRV records for AD such as built-in Microsoft DNS server.
To configure the DNS settings:
1.

Click CONFIGURE > Network Policies > policy_name > Additional Settings > MANAGEMENT SERVER > DNS
Server.

DNS Server
2.

Enter the following:
DNS Server: ON
Name: Campus-DNS
Domain Name: ah-demo.com

3.

Remove existing DNS server IP addresses by
selecting the check boxes next to the entries
and then clicking
.

4.

Click +, enter the IP address of your primary
DNS server, and then click Add.

5.

Repeat the previous step to create additional
DNS servers.

6.

You can optionally use classification rules to
specify DNS servers by location.

7.

Save the DNS server settings.
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NTP Server Settings
Key Points: NTP is crucial for ensuring proper time on devices for services like certificate validation, scheduled
access policies, Active Directory NTLM authentication when the AP is a RADIUS server, VPN tunnels, log
messages, and more.
Aerohive devices use DNS to look up any service or IP object configured as a host name.
To configure new NTP server settings:
1.

Click CONFIGURE > Network Policies > policy_name > Additional Settings > MANAGEMENT SERVER > NTP
Server.

NTP Server
2.

Enter the following:
NTP Server: ON
Name: Campus-NTP
Synchronize the device clock
with NTP Servers
HiveOS Device Sync
Interval: 1440 Minutes
New & Dell Switch Sync
Interval: 64 seconds

3.

Remove existing NTP server IP
addresses by selecting the
check boxes next to the
entries and then clicking
.

4.

To add a new NTP server,
click +, enter Campus-NTP1
in the Name field, and then
click + next to the NTP Server Host Name field and choose IP Address or Host Name.

New IP Address or Host Name
5.

Enter a name for the IP address or host name object, enter the IP address or host name of an NTP server in
your region, and then click Save.

NTP Server
6.

Click Add to add the NTP server to the profile.

7.

Repeat the previous steps to create up to four NTP servers.

8.

Save the NTP server profile settings.
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Syslog Server Settings
Key Points: Enable the Syslog Servers settings the APs use to send log files.
Aerohive devices can send syslog messages to up to four syslog servers.
To configure the syslog server settings:
1.

Click CONFIGURE > Network Policies > policy_name > Additional Settings > MANAGEMENT SERVER > Syslog
Server.

Syslog Server
2.

Enter the following:
Syslog Server: ON
Name: Campus-Syslog
HiveOS Syslog Facility: Local 6
Non-HiveOS Syslog Facility: Local6
Note: Because syslog servers can receive messages from many types of network devices such as routers,
firewalls, mail servers, and so on, you can designate one of the twelve syslog facilities reserved for local
use—Auth, Authpriv, Security, User, and Local0 to Local7—to mark messages from all the devices to which
you apply this management service set. The syslog administrator can then sort messages by facility and
see all the ones relating to Aerohive devices. The administrator can further sort the messages by IP
address and by severity.

3.

Click +

4.

For the Syslog IP Address, click + and select IP Address or Host Name.

New IP Address or Host Name
5.

Enter a name for the IP address or host name object, enter the IP address or host name of an NTP server in
your region, and then click Save.

Syslog Server
6.

From the Severity drop-down list, choose Info, and then click Add.
Devices send syslog messages for the severity level you choose plus messages for all the more severe
levels above it. The severity messages are listed in the drop-down list in order of severity from most to least
severe.

7.

Repeat the previous two steps to add additional syslog servers.

8.

Save the syslog server settings.
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Device Management and Native VLAN Settings
Key Points: Configure APs and switches with their management and native VLANs.
The management interface on an Aerohive device, MGT0, is the IP interface for management, RADIUS client,
tunneling, logging, and all other IP communication from the AP to the network.
To configure the management and native VLAN settings:
1.

Click CONFIGURE > Network Policy > policy_name > Additional Settings > POLICY SETTINGS >
Management & Native VLAN.

Management & Native VLAN
2.

To create a VLAN object for the MGT interface VLAN, click +.

New VLAN Object
3.

Enter MGT-VLANs as the name and 1 as the default VLAN.
Note: In this example, VLAN 1 is conifgured to be a restricted VLAN on the LAN network infrastructure to
permit CAPWAP UDP port 12222 and TCP port 443 to HiveManager NG as well as DNS UDP 53, and DHCP
UDP 68. This VLAN will only be used as new APs are installed. The Default VLAN will only be used if there is
no matching classification rule to assign the management interface VLAN.

4.

To add VLANs to the VLAN object for use based on AP location, enter the following:
Apply VLANs to devices using classification: (select)
Click +, enter 2 in the VLAN ID field, and then click Add.
In the Assignment Rules column for VLAN 2, click

to select an existing assignment rule.

Select Assignment Rules
5.

Select Assign-Campus-Building1-Floor1, which you created previously, and then click Link.
Note: If you link an object, any changes made to it apply everywhere the object is linked. If you copy an
object, it remains independent.

New VLAN Object
6.

Click + to add another VLAN for the MGT interfaces, enter 102 in the VLAN ID field, and then click Add.

7.

In the Assignment Rules column for VLAN 102, click

to select an existing assignment rule.

Select Assignment Rules
8.

Select Assign-Campus-Building2-Floor1, which you also created previously, and then click Link.
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New VLAN Object
9.

Save the MGT-VLANs VLAN object.

Management & Native VLANs
10. Save the management and native VLAN settings.

Management Interfaces Assignment Rules Summary

The following conditions determine the VLAN in which the management interface participates:
•

If an AP is in Campus Building 1 Floor1, its management interface is in VLAN 2.

•

If an AP is in Campus Building 2 Floor1, its management interface is in VLAN 102.

•

If an AP is not in either of these locations, the management interface is in VLAN 1.

Note: Because the native VLAN is VLAN 1, when the MGT interface is assigned to VLAN 1, frames leaving the
management interface will not have a VLAN tag.
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Device Time Zone
Setting time zones for devices is essential for scheduling, policies that use time of day, and time-sensitive
services to ensure the time is correct. To configure time zones for devices assigned to this network policy:
1.

Click CONFIGURE > Network Policy > policy_name > Additional Settings > POLICY SETTINGS > Device Time
Zone.

2.

Choose (GMT-08:00) US/Pacific from the Time Zone drop-down list.
This is the default time zone.

3.

Select Apply time zone to devices via classification and add time zones and assignment rules based on
location.
Note: To classify device time zones by location, you must have maps for the locations in the PLAN menu.

4.

Save the device time zone settings.
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Hive Settings
Cooperative control protocols work among devices in the same hive. Simply put, if devices are not in the
same hive, they will not communicate with each other.
To configure a common hive for all devices assigned to this network policy:
1.

Click CONFIGURE > Network Policy > policy_name > Additional Settings > POLICY SETTINGS > HIVE.

Hive Profile
2.

Set the following:
Hive Name: Campus-Hive
Hive Control Traffic Port: 3000

3.

For Share connected client information (Roaming Cache) in the Client Roaming section, select
Update all hive members within radio range, including Layer 3 neighbors.

4.

If you have a large number of APs in the same management subnet/VLAN, clear Update hive members in
the same subnet and VLAN.

5.

Leave all the other settings at their default values and save the hive profile.

LLDP/CDP Settings
Aerohive devices support two protocols that network devices can use to exchange information about their
identities and capabilities with other devices on the same subnet: LLDP (Link Layer Discovery Protocol) and
CDP (Cisco Discovery Protocol). You can configure HiveOS devices through the HiveManager NG GUI. For
non-HiveOS devices, use the supplemental CLI.
Note: Because CDP is a proprietary protocol, Aerohive devices can listen for CDP advertisements but cannot
transmit them.
To configure LLDP and CDP settings:
1.

Click CONFIGURE > Network Policy > policy_name > Additional Settings > NETWORK SERVICES > LLDP/CDP.

LLDP/CDP
2.

Enter the following, leave the other settings at their default values, and then click Save:
LLDP/CD: ON
Name: Campus-LLDP
LLDP (Link Layer Discovery Protocol): ON
Enable LLDP on access ports: (select); LLDP is already enabled on other ports.
CDP (Cisco Discovery Protocol): ON
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With LLDP and CDP, you can get detailed information about the devices connected to the HiveOS device.
Likewise, if LLDP is used, a third-party switch supporting LLDP can view information about the APs connected
to their ports. An example of the type of information you can get about neighboring devices is shown below.
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WIPS Settings – (Rogue AP Detection)
Aerohive WIPS (wireless intrusion prevention system) comprises a variety of techniques for detecting
unauthorized access points in the area. It can also mitigate rogue activity to prevent wireless clients from
associating with rogue APs; however, the following configuration focusses only on rogue detection, not
mitigation.
To configure WIPS settings:
1.

Click CONFIGURE > Network Policy > policy_name > Additional Settings > SECURITY > WIPS.

Wireless Intrusion Prevention System (WIPS)
2.

Enter the following, leave the other settings at their default values, and then click Save:
WIPS: ON
Name: Campus-WIPS1
Rogue Access Point Detection: ON
Determine if detected rogue APs are connected to your wired (backhaul) network: (select)
Detect rogue access points based on their MAC OUI: (select)
Detect if wireless clients have formed an ad hoc network to identify rogue clients: ON
Enable rogue client reporting: (select)

QoS Settings
Key Points: Aerohive APs perform QoS (quality of service) as frames reach the APs at the network edge.
Aerohive APs can identify standard services based on IP protocol and port number and perform deeppacket inspection for approximately 1300 applications including custom-defined applications. By defining
QoS classification rules, APs can assign and prioritize traffic into appropriate queues. They can prioritize and
queue traffic using eight Aerohive queues per client that precede the standard four WMM (Wireless MultiMedia) queues implemented in their wireless chipsets.
To configure QoS Classification settings for all devices assigned to this network policy:
1.

Click CONFIGURE > Network Policy > policy_name > Additional Settings > QoS OPTIONS > Classifier Maps.

Classifier Maps
2.

Enter the following:
Classifier Maps: ON
Name: Campus-Classifier

3.

Click the Services tab and then click + to add services.
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Add Network and Application Services
4.

Select Network Services.
Network services identify services based on protocol and/or port number and are used for applications
that have static protocol and port assignments.

5.

For Services, click Select from the following, choose DHCP-Server and DNS, and then click Save.

6.

Enter the following, and then click Save:
QoS Class: 4 – Controlled Load
Action: Permit
Logging: Disable

Classifier Maps
7.

Click + to add services.

Add Network and Application Services
8.

Select Network Services.

9.

For Services, click Select from the following, choose SIP, and then click Save.
Note: Aerohive APs have a built-in ALG (Application Layer Gateway) for SIP that can identify the dynamic
ports used for SIP voice calls without the need to use the signatures used in the applciation visibility and
control services engine.

10. Enter the following, and then click Save:
QoS Class: 6 – Voice
Action: Permit
Logging: Disable

Classifier Maps
11. Click + to add services.

Add Network and Application Services
12. Select Application Services.
Aerohive APs identify application services using DPI (deep-packet inspection) and support approximately
1300 applicaton signatures as well as user-defined custom applications.
13. For Services, click Select from the following, choose streaming video applications such as SKYPE and RTSP,
and then click Save.
14. Enter the following, and then click Save:
QoS Class: 5 – Video
Action: Permit
Logging: Disable
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Classifier Maps
15. Save the classifier map.
With these settings the APs will perform network service and application service lookups to prioritize traffic into
queues so that the services will get properly prioritized through the AP.

Country Code
Key Points: For regulatory compliance, assign the country code for an International AP. This option is not
available for APs in the FCC region.
Setting the country code ensures that APs set the power and channel settings permitted by a country.
1.

Click MONITOR > Devices, set the filters (if available) to find APs within a country, select the check boxes
for one or more APs, and then click Actions > Assign Country Code.

2.

Select a country from the list.

3.

Click Save.

Device Discovery and Communication with HiveManager NG
Aerohive devices and HiveManager NG communicate with one another through CAPWAP (Control and
Provisioning of Wireless Access Points). You must perform two main steps before an AP can communicate with
HiveManager NG.
•

Step 1: Import a list of Aerohive device serial numbers into HiveManager NG.

•

Step 2: Install Aerohive devices, power them on, provision them with IP and DNS settings automatically
through DHCP or manually, and make sure they can access the Internet or a local private cloud version
of HiveManager NG on UDP port 12222 or TCP port 443.

Step 1 – Import Device Serial Numbers to HiveManager NG
When you order Aerohive APs and switches, you receive a list of serial
numbers in a .CSV file.
To import this file into HiveManager NG:
1.

In the menu bar at the top of the HiveManager NG GUI, click
Onboard Devices.

>

2.

On the Add Devices page, click Add Real Devices.

3.

On the next page, click Choose to the right of the field for entering
Aerohive device serial numbers, navigate to the .CSV file and select it.
Optionally, you can select the .CSV file and drag it onto the field.

4.

Click Next to advance to the next page, select Use an existing network
policy but do not choose anything from the drop-down list, and then click Next.

5.

Click Finish.
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Step 2 – Install Devices
When you first connect Aerohive devices to the network and power them on, they obtain their network
settings via DHCP and begin searching for HiveManager NG through numerous methods:
•

DNS – You can configure the local DNS server to resolve hivemanager.yourdomain to the IP address of a
private instance of HiveManager NG.

•

DHCP Option 225 (custom DNS name for HiveManager) or option 226 (HiveManager IP address) – You
can configure the DHCP server to provide the domain name or IP address of a local instance of
HiveManager NG in the options it returns. If it returns a custom domain name, you must also configure the
DNS server to resolve that to the IP address of the HiveManager NG instance.

•

DHCP Vendor Class Option 43, suboptions 225 and 226 – This is another approach to the preceding
method.

•

Redirector – Aerohive devices automatically connect to the Aerohive cloud-based redirector service,
which informs them of the HiveManager NG server hosting the account to which they belong.

•

CAPWAP – Aerohive devices automatically broadcast CAPWAP discovery messages to connect to
HiveManager if they are both on the same subnet.

•

CLI – You can manually set the HiveManager NG IP address or domain name on the Aerohive device.

After Aerohive devices obtain the correct HiveManager NG address, they use an IETF standard protocol
called CAPWAP on UDP port 12222 by default to contact HiveManager NG, authenticate, and then build an
encrypted tunnel. If a device is unable to communicate with HiveManager NG on UDP port 12222, within a
few minutes it will switch to use CAPWAP over SSL on port 443. This port is commonly permitted by firewalls
because it is the same port used for secure HTTPS communication with web browsers.
To view the list of devices that have discovered HiveManager NG, navigate to MONITOR > Devices.
After your devices appear in the GUI, you can configure them as explained in this deployment guide. Once a
device connects to HiveManager NG, it can be configured and provisioned manually or be auto-provisioned
with all its settings.
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Device Updates
Key Points: Aerohive provides flexible and verifiable configuration and image updates.
Unlike some systems where you update one master device, which then updates all the connected APs, with
Aerohive, you can update HiveManager and then update the configuration and HiveOS on Aerohive
devices as you like. You can update a single device, a subset of devices, or all devices. This lets you try things
out first on a few devices before updating everything. This is especially important if you have devices in
different time zones, and for facilities that run 24x7 where there is no single time window for updates.
To update devices with their configuration, you need to assign the devices to a network policy. If you use the
CSV import capability and have already assigned network policies and device settings to each AP, then you
do not have to do this again. If you did not assign the devices to a network policy, there are two ways to do
this. You can:
1.

Assign the network policy by clicking CONFIGURE > Network Policies > policy_name > Deploy Policy.

2.

Select the check box next to devices you want to update.
You can use the filters on the left side to narrow the list, and you can select the check box next to Status
in the table header to select all the devices listed

.

Note: It is recommended that you select one or two devices to begin with instead of all of them. Once
the update is complete and you have achieved acceptable results, then update more devices.

3.

Click Upload in the lower right corner of the page

.
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Device Update
4.

Select Update Network Policy and Configuration.

5.

Select Complete Configuration Update.
For a complete configuration update, HiveManager instructs the device to obtain its full configuration
from HiveManager over SSL (TCP port 443). Once this is done, the device will obtain its configuration, store
the configuration in its flash, and reboot with the new configuration. For subsequent updates, you can
select to use the Delta Configuration Update, which is a different process. For a Delta Configuration
Update, HiveManager sends the delta of the commands entered last to the AP directly over the CAPWAP
management connection. This does not require the device to be rebooted.
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6.

Select Upgrade HiveOS and Aerohive Switch Images and choose the version you want to use:
Select Upgrade to the golden version (<version>) to upload an image from a release train that does not
get new features as frequently as the latest releases.
Select Upgrade to the latest version to load the latest version for the selected devices. Note that different
versions are sometimes listed for different device models.
Select Upgrade to the specific version and choose an
image from the drop-down list of releases for the selected
device (or devices). This option allows you to upgrade the
software version on one device model only. However, you
can use it to upgrade to multiple devices of the same
model. You can also use this option to downgrade a
device (or multiple devices) by selecting an older version
than what is currently running on the device.
Select Upgrade even if the versions are the same if you
want to re-install the same software version on the selected
devices. You might want to do this to update a device to a
patch release. You might also want to select this option if
you have several versions running on the same device
model, such as the AP230, and you want to upgrade all of
them to the same HiveOS version.

7.

Adding and Deleting HiveOS Images
When you select Upgrade to the specific
version, an Add/Remove button appears.
To add a local HiveOS image from your PC
to the drop-down list, click Add/Remove
and then Choose in the Local Image
Management dialog box that appears.
Image file names can be up to 64
characters long (spaces are not
supported) and must have an extension of
".img" or ".img.S". In addition, you can use
Add/Remove to remove an image file that
you uploaded locally by selecting the
image file and then clicking Delete (

).

Select Activate after 5 seconds.
This determines how long a device waits before rebooting after it finishes loading the configuration after a
complete update or an image file after a software upgrade. If you are updating APs that are connected
over a wireless mesh, you can specify longer durations to ensure the mesh APs obtain their configuration
or HiveOS image before they reboot.

8.

Click Perform Upload.

9.

Monitor the upload status by refreshing your screen.
You can see the status column change to a green hexagon and a green check box when done. The Last
Updated On column eventually displays the time the update was completed.
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The following screen capture shows an example of an update in progress. As an update nears completion, it
typically takes the APs another minute or two to reboot before the last update column shows the completion
time.

Note: If you perform a delta configuraton update and it does not work for some reason, the best course of
action is to start again and perform a complete configuration update.

Conclusion
This is the first document in a series that covers general theories, architecture, and configuration. Subsequent
guides will focus on monitoring, reporting, and troubleshooting.
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