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The purpose of this document is to guide an Aerohive Administrator to do the following:
•

Configure an 802.1X SSID, using an Aerohive device as a RADIUS server

•

Configure an Aerohive RADIUS server to use the AD (Active Directory) connector for certificate authentication
(EAP-TLS)

•

Configure GPOs (group policy objects) to deploy computer certificates and a wireless network configuration

•

Bind an AD group—users group or computers group—to an Aerohive user profile

•

Only authorize users belonging to bound AD groups to access the network

To learn more about Aerohive products, visit www.aerohive.com/techdocs
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1 Aerohive Configuration
The complete configuration for EAP-TLS authentication consists of two components: the configuration of Aerohive
devices and that of a Windows server. The Aerohive component is described first and involves adding an 802.1X
SSID with accompanying authentication parameters and a user profile to a network policy and creating an
Aerohive RADIUS server that integrates with Active Directory. The Windows component is described after that.

SSID Configuration
In this section, you add an 802.1X SSID with its authentication parameters and a user profile to a network policy.

Create an 802.1X SSID
First you create an SSID profile and define its network access security method.
1.

Navigate to a network policy, click Choose to open the Choose SSIDs dialog box, and then click New.

2.

In the New SSID panel, set the name of the SSID profile, the name that APs will broadcast when advertising it,
select WPA/WAP2 802.1X (Enterprise) as the method for securing user access, and then click Save.

3.

In the Choose SSIDs dialog box, highlight your new SSID, and then click OK to add it to the network policy.
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Configure RADIUS Client Settings
Next you define a configuration object that provides Aerohive RADIUS clients—also known as RADIUS
authenticators or network access servers—with the information they need to forward authentication requests from
wireless clients—known as RADIUS supplicants—to the RADIUS authentication server.
1.

Click <RADIUS Settings> and then click New in the Choose RADIUS dialog box that appears.

2.

In the New AAA RADIUS Client dialog box, enter a name for your AAA RADIUS client object, the IP address or
domain name of the Aerohive device that will be running the RADIUS server, and choose Authentication as the
server type (Aerohive RADIUS servers can perform authentication but not accounting).

Note: You do not need to set a shared secret if the RADIUS server is an Aerohive device. All members of the
same hive automatically generate and use the same shared secret. Additionally, you can configure one
primary RADIUS server and up to three backup servers, all of which can be Aerohive devices, external servers
(such as NPS/IAS or FreeRADIUS), or a combination of both types. If you do use any external RADIUS servers,
then you must enter the same shared secret for the Aerohive RADIUS authenticators here as that set on those
servers.
3.

Click Apply to save the RADIUS server settings and apply them to the RADIUS client configuration, and then
click Save to save the entire RADIUS client configuration object.

4.

Highlight the RADIUS client in the Choose RADIUS dialog box and then click OK to add it to the network policy.
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Configure a User Profile
A user profile defines how Aerohive devices process traffic to and from clients. It can include a default user VLAN;
an attribute number; policies for firewall rules, QoS, and tunnels; and availability schedules.
An AP can apply different user profiles to different clients on the same 802.1X SSID by linking the attribute number of
an AD group to that of a particular user profile. For information about binding AD user or computer groups to user
profiles, see “Bind an Active Directory Computer Group to a User Profile”.
1.

Click Add/Remove in the User Profile column.

2.

In the Choose User Profiles dialog box that appears, click New.

3.

Create a new user profile containing its name, attribute number, and default VLAN, and other settings that you
want to apply to users accessing the network, and then click Save.

Note: There cannot be two user profiles with the same attribute number in the same network policy.
4.

To save the network policy, click Save or Continue.

Note: Be sure the network policy contains the management VLAN, native VLAN, and NTP server.
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RADIUS Server Configuration
In this section, you configure an Aerohive AP as a RADIUS server and connect it to Active Directory.
Note: If you configured multiple Aerohive devices as RADIUS servers to have a primary server and up to three
backup servers, you can reuse the Aerohive RADIUS server settings profile for each device. After you deploy the
service on the devices, you just have to join them to the domain by using the tool in the HiveManager GUI (Click
Tools > Server Access Tests > AD and LDAP Test > Test joining the Aerohive device to an Active Directory domain.)

Define Static Network Settings for the Aerohive RADIUS Server
When an Aerohive device is functioning as a specific server such as a RADIUS server, RADIUS proxy, DHCP server, or
DHCP relay agent, it must be configured with static network settings. In this section, you define a static IP address,
netmask, and default gateway for the mgt0 interface of the AP that you want to define as a RADIUS server.
1.

Click Configuration > Devices > Aerohive APs > AP_host_name.

2.

In the Edit AP_host_name dialog box that appears, expand MGT0 Interface Settings in the Optional Settings
section, select Static IP, and then enter an IP address, netmask, and IP address of its default gateway.
Note: Be sure that you enter the same IP address as the one you set in the AAA RADIUS Client object.

3.

Do not click Save yet but continue to the next section where you configure the RADIUS server settings for the AP.
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Define Aerohive RADIUS Server Settings
This section continues from the same place in the HiveManager GUI where the previous section ended. You have
just defined static network settings for the AP that you want to define as a RADIUS server and the Edit
AP_host_name dialog box is still open. The major effort in this section is configuring the settings for the Aerohive
RADIUS server to communicate with the Active Directory server and lookup users stored in its database.
1.

Expand Service Settings and click the New icon ( + ) next to Device RADIUS Service.

2.

In the New Aerohive AAA Server Settings dialog box that appears, enter the following:
Name: Enter a name for the new Aerohive RADIUS server settings profile. This is the name that you will choose
from the Device RADIUS Service drop-down list later when you return to the Edit AP_host_name dialog box.
Database Settings: (expand)
External Database: (select)
Local Database: (clear)
Library SIP Server: (clear)

3.

In the External Database section, select Active Directory and then click the New icon ( + ) to create a new user
directory settings profile.
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4.

In the New AAA User Directory Settings dialog box that appears, enter the following, and then click Save:
Name: Enter a name for the user directory settings profile.
Active Directory: (select)
Aerohive device for Active Directory connection setup: Choose the AP that is going to act as a RADIUS
server. After you choose it, HiveManager displays its IP address, netmask, default gateway, and DNS server
settings. Be sure that its DNS server is authoritative for the Active Directory domain. If not, change the DNS
server IP address, and then click Update to update the IP address, netmask, and default gateway settings
on the chosen AP and the DNS server IP address in the network policy to which the AP is assigned.

Default Domain
Domain: Enter the root domain of an Active Directory forest to which the Aerohive RADIUS authentication
server and Active Directory server both belong as the default domain. Include parent domains such
as .com, .net, .org, .fr, .jp, and so on.
Retrieve Directory information: (click)
If the configured DNS is the domain DNS, the AP contacts the Active Directory server and retrieves the
BaseDN. (This is the point in the LDAP tree structure under which the server stores user accounts in its
database.) If it is unsuccessful, check the DNS server and domain name settings, and also network
connectivity between the AP and the Active Directory server.
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Computer OU: Set the OU (organizational unit) where the Aerohive RADIUS server has privileges to add itself
as a computer in the domain or leave it blank, in which case it adds itself to the Computers OU.
Domain Admin Credentials to Join Domain
Domain Admin: Enter the domain user name that the Aerohive RADIUS server uses to log in to the Active
Directory server and add itself as a computer in an organizational unit in the domain. The domain admin
user must have write access for that OU.
Password: Enter the password that the Aerohive RADIUS authentication server submits when joining an
Active Directory domain.
Join: Click to join the Aerohive RADIUS server to the domain used to register the AP on the domain
controller.

If the AP successfully joins the domain, the following message appears: “The Aerohive RADIUS server
successfully joined the Active Directory Domain.” If it is unsuccessful, check the login credentials.

Domain Users Credentials Required for User Lookups
Enter the domain user name and password that the RADIUS server uses to authenticate itself to the Active
Directory server when initiating a request to request a user account lookup.

To test the credentials, click Validate User.
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After all the parameters are configured and validated, save the user directory settings profile.

5.

Back in the New Aerohive AAA Server Settings dialog box, choose your user directory settings profile from the
Active Directory drop-down list, and then click Apply.
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In the Optional Settings section in the same dialog box, expand RADIUS Settings and enter the following:
Authentication: TLS
CA Cert File: Import and choose the CA certificate from your certificate authority. You should be able to
get it on https://<ca_ip>/certsrv/
Server Cert File: Import and choose the server certificate signed by your CA.
Server Key File: Import and choose its corresponding private key.
Key File Password and Confirm Password: Include the password if the Aerohive RADIUS server needs it to
encrypt and decrypt the server key file. Otherwise you can leave these fields empty.
Query databases to check if the user exists
For TLS Authentication: (select)

6.

Click Save on the top of the New Aerohive AAA Server Settings dialog box.

7.

Choose your new RADIUS server settings profile from the Device RADIUS Service drop-down list in the Edit
AP_host_name dialog box, and then click Save at the top of the dialog box.

8.

Upload a complete configuration to your device so that it will function as an Aerohive RADIUS server.
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2 Windows Configuration
The second component in the configuration for EAP-TLS authentication is the configuration of a Microsoft Windows
server. This chapter explains how to create a GPO (group policy object) on a Windows server to deploy computer
certificates and wireless network configurations automatically to computers in the domain.
Note: This section describes the minimum number of steps necessary for this kind of configuration. Depending on
your domain, you might have more to configure.

GPO for Certificate Enrollment
A GPO is a feature that provides centralized management of Windows computers in an Active Directory domain.
Through GPOs, you can manage and configure parts of Windows operating systems and users’ settings. The first
GPO you create is for certificate enrollment and allows each domain computer to get a computer certificate
automatically. When connecting to the SSID, a client computer will use this certificate to authenticate itself.
To allow a computer to obtain a new certificate automatically, you must perform the following tasks:
•

Create a certificate template and enable it for auto-enrollment

•

Publish the new template

•

Create a GPO so the computer will automatically ask for this certificate

Although the example below is based on Windows Server 2012 R2 with CA (certificate authority) services installed,
the steps apply to previous versions as well.
In this example, you create a new GPO for the Workstations OU, where the domain computers are stored.
Note: To support certificate auto-enrollment, Certificate Services must be deployed on your Active Directory server.
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Create a New Certificate Template
With the Windows CA (certificate authority), each issued certificate is based on a template. This template defines
all the certificate parameters, such as its validity period and whether it is enabled for the auto-enrollment process.
Here you define a certificate template that permits auto-enrollment.
1.

Open the Certificate Templates Console (certtmpl.msc), right-click Computer Template and then click
Duplicate Template.

2.

On the General tab in the Properties of New Template dialog box, rename the template display name.
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3.

On the Security tab, select Domain Computers (<DOMAIN>/Domain Computers), and select Read, Enroll and
Autoenroll, and then click OK to save it.
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Publish the New Certificate Template
Now that you have the template, you must publish it so it can be used to issue new certificates.
1.

Open the Certification Authority (certsrv.msc).

2.

Right-click the Certificate Templates folder, and then click New > Certificate Template to Issue.

3.

Select the template you created, which in this example is called Computer AutoEnroll, and then click OK.

To learn more about Aerohive products, visit www.aerohive.com/techdocs

EAP-TLS Authentication with an Aerohive RADIUS Server and AD Integration | 16

Create a New Group Policy for Auto-enrollment
You next create a GPO and apply it to the domain computers. This GPO configures the domain computers to
request a new computer certificate.
1.

Open the Group Policy Management Editor (gpmc.msc), right-click Workstations, and then click Create a GPO
in this domain, and Link it here.

2.

Enter a name for the new group policy object.

3.

To modify the GPO you just created, right-click it and then click Edit.
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4.

Click Computer Configuration > Policies > Windows Settings > Security Settings > Public Key Policies, right-click
Certificate Services Client - Auto-Enrollment, and then click Properties.

5.

Enter the following in the Certificate Services Client – Auto-Enrollment Properties dialog box, and then click OK:
Configuration Model: Enabled
Renew expired certificates, update pending certificates, and remove revoked certificates: (select)
Update certificates that use certificate templates: (select)

Note: To force the GPO update on the computers, you can use the gpupdate /force command. Then you must
reboot the client computers for them to get the computer certificate when they boot up. If not, the new GPO will
be deployed the next time the computer reboots when it is connected to the network.
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GPO for Wireless Access
Similar to the procedure for creating a GPO for computer certificates, you next create a GPO to deploy a wireless
configuration to domain computers so that they can connect to the 802.1X SSID using the computer certificate.
1.

Return to the Group Policy Management Editor (gpmc.msc), right-click Workstations, and then click Create a
GPO in this domain, and Link it here.

2.

Enter a name for the new group policy object.

3.

To modify the GPO you just created, right-click it and then click Edit.
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4.

Click Computer Configuration > Policies > Windows Settings > Security Settings, right-click Wireless Network (IEEE
802.11) Policies, and then click Create a New Wireless Network Policy for Windows Vista and Later Releases.

5.

Enter a name for the policy, such as “EAP-TLS”, and then click Add > Infrastructure.

6.

On the Connection tab in the New Profile properties dialog box, enter a name in the Profile Name field and in
the Network Name(s) (SSID) field. Then click Add to add the network name to the list.
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The network name is the broadcast SSID that users will see when scanning for wireless networks.

7.

On the Security tab, enter the following, and then click Properties:
Authentication: WPA2-Entreprise
Encryption: AES
Select a network authentication method: Microsoft: Smart Card or certificate
Authentication Mode: Computer authentication
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8.

In the Trusted Root Certification Authorities section, select the CA certificate used to sign the RADIUS server
certificate, and then click Advanced.

9.

Select the computer certificate issuer, and then click OK.

10. Save all the settings in the New Profile properties dialog box.
Note: To force the GPO update on the computers, you can use the gpupdate /force command. Then you must
reboot the client computers for them to get the computer certificate when they boot up.
If not, the new GPO should be deployed at the next reboot if the computer is connected to the newtork.

To learn more about Aerohive products, visit www.aerohive.com/techdocs

EAP-TLS Authentication with an Aerohive RADIUS Server and AD Integration | 22

3 Optional Configuration
This chapter provides several useful but optional configuration procedures. If you configured several Aerohive
RADIUS servers, you must join them to the domain so they can access Active Directory. The procedure for doing this
is covered in the first section below.
The next section explains how you can bind an Active Directory group to a specific user profile. This allows you to
make a direct, static map of LDAP user groups on the Active Directory server to user profiles on Aerohive RADIUS
authenticators.
Finally, you can see how to ensure that only authenticated users who belong to groups mapped to user profiles are
allowed on the network.

Join Aerohive RADIUS Servers to the Domain
If you configured several Aerohive devices as RADIUS servers with AD integration, you can quickly join them to the
domain by using the AD and LDAP server access test in in the Tools section of the HiveManager GUI.
Click Tools > Server Access Tests > AD and LDAP Test, enter the following, and then click Test:
RADIUS Server: Select the Aerohive device running the RADIUS server that you want to join the AD domain.
Test joining the Aerohive device to an Active Directory domain: (select)
Active Directory Domain: Choose the AD domain that you want the RADIUS server to join.
User Name or Barcode: Enter the name that you previously entered in the Domain Admin field in the AAA User
Directory Settings dialog box.
Password or PIN: Enter the password for the Domain Admin that you also set previously.
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If the device successfully joins itself to the domain, HiveManager displays the following message:

Bind an Active Directory Computer Group to a User Profile
You might want to apply several user profiles to different types of users on the same SSID, perhaps to provide
specific access rules depending on each user’s identity. To accomplish this, you can bind an Active Directory group
to a specific Aerohive user profile. For example, you can have a single SSID for corporate access, but depending
on the group to which a user belongs, he will have different access rules from people in other groups.
After uploading the configuration to the AP defining it as an Aerohive RADIUS server, you can bind Active Directory
groups to Aerohive user profiles. To do that, edit the RADIUS server settings profile you created previously.
1.

In HiveManager, click Configuration > Show Nav > Advanced Configuration > Authentication > Aerohive AAA
Server Settings > profile_name (AD.integration in this example).

2.

In the External Database section, select LDAP server attribute mapping.

3.

In the list that appears, navigate to a user group or computer group that you want to bind to a user profile and
select the group.
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4.

From the User Profile drop-down list, choose the user profile to which you want to bind to the selected group,
and then click Apply.

For each group that you bind to a user profile, HiveManager displays the following information:

Note: Make sure the 802.1X SSID configuration in the network policy references the user profile, otherwise the
connection will be rejected.
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Authorize Only Members of Specific AD Groups
You can require that only users who belong to an Active Directory group are able to connect to the SSID. For
example, you might not want to allow just any user in the AD database on the network; you might only want to
allow those in one or more specific user groups. You can achieve this by applying a schedule to the default user
profile that only makes it valid in the past. Because an Aerohive device assigns the default user profile to any
authenticated user for whom a user group attribute number is not returned, you can ensure that such users are
denied network access by assigning them a user profile that is only scheduled to be valid in the past.
1.

Open the network policy to the Configure Interfaces & User Access panel and then click Add/Remove in the
User Profile column for the 802.1X SSID for which you want to authorize members of specific AD groups.

2.

In the Choose User Profiles dialog box that appears, click New.

3.

In the New User Profile subpanel that appears, enter the following to define a user profile with an availability
schedule, and then click Save:
Name: Enter a name such as EAP-TLS-disconnected or something similar that indicates the intended use of the
user profile.
Attribute Number: Enter an attribute number that is not assigned to any of the user groups bound to user profiles
in the Authenticated section in the Choose User Profiles dialog box for this SSID.
In the Optional Settings section, expand User Profile Availability Schedules and then click the New icon ( + ) at
the top of the Available Schedules column.
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In the New Schedule dialog box that appears, enter the following and then click Save:
Name: Enter a name for the schedule such as Disconnected.
One-Time: (select)
Start Date and Time: Enter a start time in the past such as (date) 2014-01-01, (time) 00 hr, 00 min.
End Date and Time: Enter an end time in the past such as (date) 2014-01-01, (time) 00 hr, 01 min.

Select the schedule and then click the right arrow ( > ) to move it from the Available Schedules column to the
Selected Schedules column.

To learn more about Aerohive products, visit www.aerohive.com/techdocs

EAP-TLS Authentication with an Aerohive RADIUS Server and AD Integration | 27

4.

In the Choose User Profiles dialog box, choose the new user profile as the default, and choose only user profiles
you bound to AD user group as authentication user profiles, and then click Save.

5.

Click Continue to save your network policy and advance to the Configure and Update Devices panel.

6.

Upload the configuration to your APs.
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